Dear users, functional setting of this
software requires some expertise. Therefore,
please carefully read and fully understand
the instruction before use.

IVMS Server Control Management Server
Installation Manual V3.8

2022/11

Thank you for choosing IVMS. Difference between software upgrading may result in

A features different from those described in the instruction,so Information contained

herein is subject to irregular change without prior notice.
1



A Notes

The contents described in this manual may be different from the version you are currently using.
If you are unable to resolve a problem using the manual please contact the company's technical
support department or supplier. The contents of this manual will be updated from time to time, the
Company reserves the right not to give notification of any changes.

Statement

The Company does not assume any responsibility or any liability, loss or risk,
direct or indirect outcome from the use or application of any of the contents of
this document arising from any inaccuracies or omissions in this document.
This manual may contain screen shots used in day-to-day operations, the
reporting, person and company names may be fictitious. Any similarity in the
name and address of the company or an individual in reality is purely
coincidental.
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1. Product Introduction

1.1. Product Functions

IVMS is a centralized management, monitoring and high-level system for all types of vehicles on
a wireless network based on proprietary protocols and mini-label protocols. Based on high-quality,
high-efficiency centralized and distributed network management, IVMS is based on network
transmission of multimedia information such as video, audio and data, and performs real-time
monitoring, GPS positioning, video storage, vehicle scheduling and alarm warning for users.

The IVMS management system integrates artificial intelligence and big data technology, and is a
comprehensive platform for comprehensively solving the safety management problems in the
driving process for commercial transportation industries such as dangerous goods, public
transportation, passenger transportation and freight transportation. The system design has
powerful functions, good compatibility, and rich expansion, which effectively guarantees the
stability of the system and the convenience of future upgrade and expansion. In addition to
integrated GPS/BD and 3G/4G video, IVMS combines driving behavior analysis and early
warning equipment and forward artificial intelligence equipment to make the whole driving
process completely transparent. The picture and video warning mechanism triggered by abnormal
rules can be comprehensive. Improve the efficiency and level of supervision, and truly "passive”
management as "active” management.

IVMS system can realize wireless remote real-time video monitoring, GPS map positioning,
vehicle historical driving track playback, voice intercom, active security alarm analysis, alarm
linkage, remote video storage, remote download recording, remote video playback, vehicle area
management, vehicle remote Upgrade, vehicle SMS delivery, rich vehicle report management

(speed, fuel volume, etc.), view alarm information, and more.

1.2 Features Introduction
B The IVMS Server Network can support up to 50,000 vehicles monitoring

B Vehicle information management system

B Quickly locate and track vehicles quickly via GPS information, displays real-time vehicle
status display online and statistical interpretation of data collected

B Alarms and Alerts information statistical functions
B Active Security Alarm Analysis (ADAS+DSM+BSD)
B Send SMS Alerts

B Real-time remote audio and video surveillance
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Real-time vehicle front end image capture function
Two-way voice intercom, vehicles broadcast function
Pan Tilt Zoom (PTZ) remote control function

Vehicle’s historical tracking playback function

Remote video search, download and playback capabilities

Depending on the configuration program, the storage server automatically snap pictures,

automatic recording, occur after alarm linkage, automatic SMS and mail to notify the user
Alarm Linkage (Emergency button alarm, Video signal alarm, Unauthorized unlock alarm,
Hard disk-error alarm, Over speed alarm, Motion detection alarm, Long idling time alarm,

Temperature alarm, GPS signal lost alarm, 10 alarm (custom), Electronic map lock alarm.
Assets Report Description
iPhone and ANDROID mobile smart phone Client Support

System Architecture

NMS Server
—

Database

v [

Login Server

ARS/MSS MDVR 3
Windows Client

Gateway Server

Media Streaming Server

[ser Management Server I @
Feb Server

‘Web Browser
3G Enabled
PDVR

Smart Phone Client

Smart Phone Installed
with MPT

IVMS Server Architecture



The IVMS consists of 14 Functional Servers, namely the:
1. Login Server
2. Gateway Server
3. Media Server
4. HTMLS5 Media Server
5. User Server
6. Web API Server
7. Download Server
8. Storage Server
9. Auto Upload Storage Server
10. Redis Server
11. Data Server
12. IVMS SSL Server
13. Web server
14. Watch Dog
Note: Different server software versions may have different number of functional services

Users have the option of deploying 1 or 2 of the 14 Functional Servers stated above such as, Login
Servers, Multiple Gateways Servers, Media Streaming Servers, and Multiple Users Management
Servers to provide Mobile DVR and Remote Client Services and features as GPS Location, Video

and Alarms.

Description of Main Functional Servers

Database Server: Used mainly as Storage Server, Configuration information and Alarm events.
The database server application used is MySQL-8.0.29.

Login Server: For registration of various servers and to coordinate and manage registered
servers, Assign User Clients, Configure End Management Server, Allocation of Gateway Server

for MDVR devices, User Management, Gateway Servers, Server Load Balancing.



Gateway Server: Provide vehicle access. Vehicle Gateway Server is used to establish a
communication link between the MDVR device and the server, sending vehicle location and status
information via this link.

Media Server: Provides media data forwarding function. Including Audio and Video, Intercom,
Remote Monitoring, Remote Capture, Configuration parameters, Search and forwarding download
data.

User Server: Provides Remote Client Access
Storage Server: For storing pictures, video capture and reduce costs

WIFI Download Server: When within the assigned access point range, the WIFI enabled MDVR
will automatically upload the video files onto the server.

Web Server: Provides GIS electronic map information, and provide links to the IVMS Backroom

Control center, Front End management system login.

2. IVMS Server Deployment

2.1 IVMS Server Minimum Requirements

oS Microsoft Windows Server 2008 or Higher

CPU Intel quad-core Xeon, Frequency of not less than 2.33GHz
Network 2 Gigabit Ethernet

RAM 4G or more

Hard Disk 1TB or more

CD Player DVR-ROM

Support VGA Display
Others Supports normal keyboard, recommended to use USB Keyboard

LED Indicator lights for Computer, HDD and other Activities Status

2.2 Media Streaming Server

Performance Specifications

Each Streaming Server, distributed, can support up to 256 concurrent




Incoming Channels with a bandwidth of 128Mbps.

Each Video Channel supports up to 6 Clients viewing. Each Channel
maximum data rate output is 512Mbps.

Gigabit Ethernet ports, 20Mbps output stream rate average forwarding

delay is less than 5ms

Gigabit Ethernet ports, 100Mbps output stream rate average forwarding

delay is less than 40ms.

Gigabit Ethernet ports, 512Mbps output stream rate average forwarding

delay is less than 200ms.

Video Bandwidth

Using CIF video format per Channel video data rate is 320Kbit/second,
256 video channels therefore requires 320 X 256 = 81,920 Kbit
bandwidth.

NOTE: As the MDVR device in a 3G network environment has
network bandwidth limitations. The maximum upload is using CIF

resolution video format.




2.3 Examples of System Deployment
These examples are for reference only, using user's hardware, network and IVMS, MDVR

installation environment.

2.3.1 200 Vehicles/Devices

IVMS Server

Database
Login Serverj
Gateway Server
User Management Server

Media Streaming Server

Web Server

Client.

2.3.2 5000 Vehicles/Devices

IVMS Server .

Database

User Management Server . o :
Nedia Streaming Server \ r
Gateway Server B 4
.
Web Server -

5000 MDVR '
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2.3.3 50000 Vehicles/Devices

IVMS Server

Database

Login Server

Gateway Server |} Gateway Servery

Eeway Server . :Gate'.ray Server .

User Vasagement Server

50000 M R '

3. MySQL Server Installation

Media Streaming Server

Login Server (Backup)

Catevay Serve:

IVMS Server needs to install Data MySQL Server separately.

1. Run MySQL Server software as Administrator.
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2. Click "OK" to enter the installation wizard interface, select the installation path interface, as
shown below:

Note: The installation directory does not need to be the same as the server program.

5 Setup - Data Server For IVMS =] = (S|

Select Destination Location
Where should Data Server For IVMS be installed?

| Setup will install Data Server For IVMS into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

C:\Program Files)| QL Server for VM5 Browse...

At least 1.2 MB of free disk space is required.

[ MNext = ][ Cancel

Select Installation Path
3. Select the method you need to install, and then click "Next" to continue.

Full installation by default latest version MySQL 8.0.29.1f you are not familiar with the
installation of our server, please consult our technical staff first.

ﬁl Setup - Data Server For IVMS I =

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

’Full Installation -
Program Files 91.6 MB
MySQL 567.7 MB
MySQL 8.0.29 567.7 MB
[ mysqQL 5.6 293.3 MB
[l mysqQL 5.5 124.6 MB
MonogDB 132.8 MB

Current selection requires at least 793.1 MB of disk space.

< Back " MNext = ][ Cancel
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4. Specify the target installation path, click "Next" to continue.

ﬁl Setup - Data Server For IVMS ..

Select Start Menu Folder
Where should Setup place the program's shortcuts?

= i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

QL Server for IVMS| Browse...

| <Back | next> | [ cancel

Select the Program location

5. Select additional tasks (whether to create a desktop shortcut), and then click "Next" to continue.

ﬁl Setup - Data Server For IVMS ..

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Data
Server For IWVMS, then click Next.

Additional shortcuts:

Create a desktop shortcut

| <Back | mext> | [ cancel

Choose whether to create a desktop shortcut

13



6. Click on “Install” to complete the Installation.

ﬁl Setup - Data Server For IVMS

Ready to Install
Setup is now ready to begin installing Data Server For IVMS on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\MySQL Server for IVMS

Setup type:
Full Installation

m

Selected components:
Program Files
MySQL

MySQL 8.0.29
MonogDB

Start Menu folder: i

4 b

<gack | mstal | | cancel |

ﬁl Setup - Data Server For IVMS

Installing
Please wait while Setup installs Data Server For IVMS on your computer.

Extracting files...
C:\Program Files\MySQL Server for IWMS\MYSQLDataRepair.exe

Cancel

Installation Process

14



7. Click the "Finish" button, Data Configuration begins after this.

ﬁl Setup - Data Server For IVMS

— . |

Setup Wizard

installed shortcuts.

Click Finish to exit Setup.

Completing the Data Server For IVMS

Setup has finished installing Data Server For IVMS on your
computer. The application may be launched by selecting the

¥| Launch Data Server for IVMS

. Data Server Manager v10.22.8.16 ( 2022.09.09 ) SRR X
Start | | Stop || Configure Upgrade to MySQL8 Add H Delete |
Instance Type Listen Status Run Time CPU(
IWMSMONGODB MongoDB 127.0.0.1 : 6614 Running 00:01:52 0.13
IVMSMYSQLBackupSvr BackupSvr - Running 00:01:52 0.00
IVMSMySQLWatchDog vatch Dog - Running 00:01:52 0.00
Fi T F
Ready 00:01:32

4. Data Server Configuration

4.1 ADD service
If your server does not have mysql data before, choose the latest MySQL version to install.
. Data Server Manager v10.22.8.16 ( 2022.09.09 ) = E [ |
Start | | Stop || Configure Upgrade to MySQLS Add ” Delete |
Instance Type Listen Status Run Time CcPU(
IVMSMONGODB MongoDB  127.0.0.1 : 6614 Running 00:01:52 0.13
IVMSMYSQLBackupSvr BackupSvr Running 00:01:52 0.00
IVMSMySQLWatchDog Watch Dog Running 00:01:52 0.00
Fl (11 3
Ready 00:01:32
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The IVMSMONGODB service, IVMSMySQLbackup service and IVMSMySQLwatchdog
will be started after configuration is ready, and the data server will pop up a window asking
whether to add a default MySQL instance, click Yes, and the installation interface will pop up,
click Yes. (Under normal circumstances, you can choose the default parameters)

Default MySQL Instance Iﬁ

Mo MySQL instance found,Do you want to add a defualt instance now?

[T Don't remind me later Ves ] [ Mo Cance
L s
[P e (=] |
Instance  TVMSMYSQL Version

Description  This instance is for IVMS servers use only

Datapath  C:\[VMSMySQLData\[VMSMYSQL\Data E]
Temp Path  C:\[VMSMySQLData \[VMSMYSQL\Temp E]
Bnd P [¥] 127.0.0.1 Port 3321

[lBinary log enabled (binog)
C:\IVMSMySQLData \IVMSMYSOL\Data
30

0

Innodb buffer pool size 4036 MB (236 -12239)

Itis recommended that the memory allocated to MySQL should be 1/4 or mare of the total physical
memary, but not more than 3/4.

Recovery Level Only if the database crashes and fails to start, you can gradually select recovery
levels 1-6 to try to start.

{Mote: The recovery level of 0 means normal startup. When it is greater than 0, the database isin
read-only mode, which is only used for data export. )

If you need to add another version of MySQL 5.5/5.6 (corresponding to the old server), select
MySQL 5.5/5.6 during installation. After installation, click ADD, as shown below:

16



#5) Setup - Data Server For IVMS a BN

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

| Full Installation v

Program Files 91.6 M8

| MysQL 567.7 M8

7 MySQL 8.0.29 567.7 MB
MySQL 5.6 293.3

MySQL 5.5 124.6 M8

v MonogDB 132.8 M8

Current selection requires at least 793.1 M8 of disk space.

< Back Net> | | cancel
5 Data Server Manager v10.228.16 ( 2022.09.09) _E@g
sat || stop || configure | Upgrade to MySQL8 [ Add ]l[ Delete |
Instance Type Listen Status Run Time cPU(
IWVMSMONGODB MongoDB 127.0.0.1 : 6614 Running 00:26:05 0.13
IWVMSMYSQLBackupSvr BackupSvr - Running 00:25:59 0.00
IWMSMYSQL MySQL 127.0.0.1: 3321 Running 00:09:18 0.00
IWVMSMySQLWatchDog Watch Dog - Running 00:25:59 0.00
Ml [« I 3
|| Ready 00:26:00

Service: Service name (cannot be repeated)
MySQL version: select the MySQL version that needs to be started.

It is recommended to use 8.0 for a new installation. The existing MySQL data needs to use the

original MySQL version, otherwise it will not start
Data path: MySQL data path

Note: If you use the original MySQL version, you can use the original data path (you need to
uninstall the old MySQL). The default data path of the old service is: ...... \IVMS
Server\MySQL\gserver_dbdata.

If you use a new MySQL. version, you need to use the upgrade tool to import and import data, and
you can use the new path. (You cannot uninstall the old MySQL before importing data)

Port: The port used by the database (cannot be repeated).

Bind address: database IP
17



After configuration, the database service and watchdog will be automatically started

You have installed MySQL version for the first time, and it may appear that MySQL is in a
stopped state and cannot be started after installation. You need to delete and re-add the latest
version (8.0.29) of MySQL.

4.2 IVMSMONGODB backup and recovery

Select "IVMSMODODB" and click the right mouse button to display five options: open the
data directory, open the configuration directory, open the directory where the application is
located, open the log directory, and mongodb import export tool. Click MongoDB to import
the export tool to enter the interface, as follows:

. Data Server Manager v10.22.8.16 ( 2022.09.09 ) [ESREEN
— i '-
Start ’ Stop l ’ Configure ] Upgrade to MySQL8 [ Add ] [ Delete ]
Instance Type Listen Status Run Time CPU(
g |Running | 00:04:36 0.13
TVMSMYSQL Open data directory Stopped
IVMSMYSQLE Open configuration directary Running 00:04:31 0.00
IVMSMyS0LY] Open application directory Running 00:04:31 0.00
Open log directory
! |— I MeongoDB Export Import I :
IWMSMONGODE | S oEerAEm e ey, chl: s vy 00:04:32
-
( MongoDB Exp:rtgport I L= =
Export Source  IVMSMONGODE (127.0.0.1:6614)
User  ivmsAdmin Password = Yeesssseses
Export | Impart
Exportto  D:\MongoDBExport) E] I
Expired period -1 (-1 means do not automatically cdean up backups)
() Manually (@ By time Start  2022-11-186 Finish ~ 2022-11-16
Backup all data Run Now 4
(@ Backup daily Startat |4 1:00:00 |5
Ifno backup for -1 previous days, perform these days' backup too.
(-1 means back up all data before, 0 means back up one day only )
|
' '
4 3

18




MongoDB backup settings:
Backup directory: manually modify the backup directory.

Number of backup reservations: How many days can be kept backup files (-1 indicates not to
automatically clean up the backup).

Manual backup: Select the specified time period backup, whether to back up all files, etc.

Automatic filing: Set up a certain time to automatically perform backup and do not back up at
the current day, and perform automatic backup (default-1 backup all data).

MongoDB recovery settings:

Can be imported MongoDB data before, but now different import methods, such as full
import, day by day, and date.

4.3 IVMSMYSQL backup plan

Select "IVMSMYSQL" and right -click the mouse to display six options: open the data
directory, open the configuration directory, open the directory where the application is located,
open the log directory, backup plan and restore database. Click the backup plan to enter the
interface, as follows:

, Data Server Manager v10.22.8.16 ( 2022.09.09 ) E=RREE
Start Stop ’ Configure ] ’ Transfer to new MySQLS ] [ Add ] [ Delete ]
Instance Type Listen Status Run Time CPU(
IVMSMONGODE MongoDB 127.0.0.1 : 6614 Running 00:04:56 0.12
Stopped I
IWVMSMYSQL Open data directory Running 00:04:51 0.00
IVMSMySQL Open configuration directory Running 00:04:51 0.00
Open application directory
1 | , 3
————— Open log directory
IVMSMYSQL I Backup Database I LFEa: EEcieEnyy 00:04:52

Repair Database |
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4 MYSQL Backup Config

Base Conf
Basic Tables [¥]Big Tables @ First time full table backup,then increment backup
[T Table struct () Increment backup Backup Days: | 20
Backup Path: D:\IVMSDBBackup\ E
(Explin: The number of backup days of incremental backup indicates that the data of the last
n days is backed up and retained, and the value range of n is 7-365)
Backup Account
User root Password sessssssnee Test
Running Plan
Running Rate Running Time
) Start: 2022- 9-26 [Ev L4 2:00:00
@ Every Day
Every 1 Running once a day
) Every Week
() Every Month
) Once
Remaove Plan l [ Run MNow Save

IVMSMYSQL data backup configuration:

Basic configuration: default selection (basic data tables, big data tables, first execution full

backup, each execution of incremental backup).

Backup path: manually modify the backup directory.

Backup execution plan: Select the frequency of database execution (daily, week, month, once),

and configure the execution time preservation plan.

20



4.4 IVMSMYSQL resume database

Select "IVMSMYSQL" and right -click the mouse to display six options: open the data
directory, open the configuration directory, open the directory where the application is located,
open the log directory, backup plan and restore database. Click to restore the database to enter
the interface, as follows:

a4 MYSQL Data Repair V =NEC X
Backup path D:\IVMSDBBackup\ E

Basic data |2022-09-23 - | Big data repair days -1 [C]Restore table struct

1. Select the backup date of basic data, and the server will use the backup of this date =
for basic data recovery; 2. When the recovery days of large data table is - 1, it maans full
table recovery; otherwise, it wil be restored according to the entered days

Account

User root Password eeessesssse Test

Start Repar | | Exit

Import IVMSMYSQL data

Note: 1. Select the backup date of the basic data, the server will use this date backup to
recover the basic data;

2. When the number of big data table recovery is -1, it means full recovery, otherwise it
will recover according to the number of days input;
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5. IVMS Server Installation

Requirements:

Existing IVMS Server installation can directly install the new version of the IVMS Server.

1. Run IVMS Server software as Administrator.

e |

BETHEMEMES:
|English -
| wwE || A

2. Click "OK" to enter the installation wizard interface, select the installation path interface, as
shown below:

ﬁl Setup - IVMSServer = |

Select Destination Location
Where should IWMSServer be installed?

| Setup will install IVMSServer into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

C:\Program Files\IVMS Server Browse...

At least 355.8 MB of free disk space is required.

[ MNext = ][ Cancel

Select Installation Path
3. Select the method you need to install, and then click "Next" to continue.
Full Installation: install all module servers (recommended installation method);

IVMS server: install the standard version of IVMS server;

22



Custom installation: customized installation;

If you are not familiar with the installation of our server, please consult our technical staff first.

ﬁl Setup - IVMSServer
o —

Select Components
Which compenents should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

Full Installation
Full Installation
MMS Server
Custom Intallation
IVMS Servers

45.8 MB =

Gateway Server 7.2 MB ‘

User Server 7.6 MBI
Storage Server 10.7 MB
Download Server 7.9 MB
Media Server 8.4 MB

i [ At Linlnad Servar namn "~

Current selection requires at least 728.5 MB of disk space.

| <gack || mex> || cancel

4. Specify the target installation path, click "Next" to continue.

ﬁl Setup - IVMSServer —

Select Start Menu Folder

Where should Setup place the program's shortcuts?

i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

Browse...

| <Back | mext> || cancel

Select the Program location
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5. Select additional tasks (whether to create a desktop shortcut), and then click "Next" to continue

ﬁl Setup - IVMSServer

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing
IVMSServer, then click Next.

Additional shortcuts:

Create a desktop shortcut

| <Back | mext> || cancel

Choose whether to create a desktop shortcut

6. Click on “Install” to complete the Installation.

ﬁl Setup - IVMSServer

Ready to Install
Setup is now ready to begin installing IVMSServer on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\IVMS Server

m

Setup type:
Full Installation

Selected components:
Program Files
Login Server
IVMS Servers
Gateway Server
User Server
Storage Server i

< Back " Install ][ Cancel
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ﬁl Setup - IVMSServer

Installing
Please wait while Setup installs IWMSServer on your computer.

Extracting files...
C:\Program Files\IVMS Server\bin64\ivmsdownconf.exe

Cancel

Installation Process

7. Click the "Finish" button, Data Configuration begins after this.

ﬁl Setup - IVMSServer = |

Completing the IVMSServer Setup
Wizard

Setup has finished installing IVMSServer on your computer.
The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

/| Launch Intelligent Vehicle Monitoring System

Finish

When install server, fill in IP port, click test, showing “OK” means ready.
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1/5 Database Parameters -

Please specify database serwer and account information here:

Databaze Configuration

Host |127.0.0.1

Port |3321

Database |1010g:ps

User |: Server Configuration Wim...@
Pazzword W

Test Fleaze make

l\ OK

e testing.

Hext (H) Exit

Database Configuration Parameters

Note: It is recommended that upgrade it on weekday if you want to upgrade Product Server.
that our engineers could answer and help immediately if you have any question.
8. Click on “Next” to begin MonogoDB Configuration

2/5 MonogoDB Conﬁguration" - - g —— Ié]

Fleaze specify MongoDB database serwver and account information here:

MonogolB Configuration

Port |"'—“E‘14

User |1vmsAdm1n

Fassword |********x** Case

If HO aunthentication requires, please leave user and password

Test Pleaze make sure MongolE is runming before testing.

[~ Skip MongoeDB Configuration.

Hext (H) | Exit
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We need to add MongoDB server at Date Server Manager Side. When executing the MonogoDB

Server configuration, select the default configuration. At this time, you need to add the MongoDB

service to the data server. If you had MongoDB Server at your old version, then the data path is

the path of the previous version of the MongoDB service. If you are first time install or your old

server do not had MongoDB server, then just use the default path to add it. Click OK, the system

will pop up move data file to a new safe path suggestion, click Yes, then click Test on the

MongoDB server configuration interface to determine whether the MongoDB service is running

successfully, if it shows OK, click Next.

, Data Server Manager v10.22.8.16 ( 2022.09.09 ) =@ = |
Start [ " 10 o 1 L 4 s L ’ Add ll Delete
Please select instance type
-
Instance Run Time CPU
IWVMSMYS5QLBY ) MySQL (@) MongoDE 00:46:23 0.00
TVMSMySQLW 00:46:23 0.00
[ Ok J [ Cancel
4 | T T 3
Ready 00:46:24
.
—
_, AN F ﬂ_g_ll! h
@U' » AL » 25 (C) »|Program files » S Servr [ i %
P REE) SBV IEO #EH)
mav EHT  eANER v #5 - [ sEEs Flesse specify MonglB datsbase server and secount infarmation here =
| IVMS + z=m : L | = b MonogolB Configurati
. IVMSDBBackup bina. o W
kingsoft cert
KMPlayer | H5Servalod Port [6614
MDVRPlayer nginx -
| MyDrivers redis Fasmord [ Case
| Perflogs tomeat
o e U et e If W0 authentication remires, plesse Lews user and password
Player_ Output | ) AppConfigini 1KB
B detabaseini o Test | Please mike sure MongolB is running bafors testing
Program Files -
o | GPSDataSvr.ini 1KB I~ Skip MengeDB Configaration. .
; = %) historybackup.ini 1KB § Data Server Manager v10.20.12.18 =8 %
] G 4 IVMSDaemon.ini 1KB -
/ CONEXANT | 4 IVMSDownSvr.ini 1KB
DIFX &' IVMSGatewaySurini 1kB Instance Type Listen Status Run Time q
dnplayerext2 ) IVMSHSMediaSvr.ini 1kB IVMSMYSQL MySQL 127.0.0.1:3321 Running 00:11:53 Ll
IVMSMYSQLBackupSwr  BackupSvr Running 00:21:42 q
DVD Maker 2] IVMISJT803Svr.ini — WMSMySQLWatchDog  Watch Dog - Stopped
Ext2Fed 4] IMMSLoginSvr.ini 1KB
feia £ VMSMediaSvr.ini 1KB
! Fortinet 45| IVMSMediaSvr1078.ni 1KB Fl P——
soogle 4] IMMSSnapshotSvr.ini 1KB =T )
o | IVMSSSIServer.ni 2 EEos 1KB ierceiSeHing —_—
Intemet Explorer ) jyisstoragesy| Move database to new safe path ===
QUM Sorver 4] IVMSStoragesy Instance  TVMSMONGODE VEEED
binsd (SRR Data path seems to be Under VMG S drectory. Ttis STRONG C: Fies\[UMS S db
212 path sezms t b nder IWMS Server program drectory. Ttis ogram Fies\JVMS Server frongo
cert &) IMMSUserSwrin RECOMVEND to move da fe 12 naw £afe path befos ot this tance e | i e ()
| HSServer6d & VMSWebSockq [ B2)unant o contue i hargng databese pthz (V0T — = e\ B
| mongodb [ ReadMetst
it 4] SwrCtelini Yes No Cancel Gy, ] Enable Authentication.
o ~ & unins000.dat
3 mongodb SEEEE 2021/1/5 14:22
:l TR
ik
= — —r T e e T T
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2/5 MonogoDB Configuration

Fleaze specify MongoDB database serwver and account information here:

MonogolB Configuration

Host |127.0.0.1

Port |5514

User |ivms)\dmin

Server Configuration Wiza...&]
FPazzword ,m

If HO authenticati

Test Fleaze make

[ Skip MongoDB Configurat]

==word

l\ OK

Hext (H)

Exit

9. Click on “Next” to begin Network Address Configuration.

3/5 Metwork Address Parameters

| |

eS|

Thiz wizard will change only local serwers settings

Internet Addvess |113.110.203 188 -
LAN Address |192. 163. 165, 36 -

MDOVE will use abowe address to comnect to download serwver when wifi
uploading.

WIFI Dowrload
¥ Enable WIFI Automatically Download

SSIN [=sid-mdwr

MDVE %ill conmect to download statien by using abewe SSIDL
ADAS Data Server

Fetwork file |D2f$toragef’

U_pen_ ex*: ernal (6634

J It is the default choice of public

IP, if it igwithin the local area
network (LAN) is used, it must

choose LAN IP

Network Parameter Configuration

10. Click on “Next” to start Web Server Configuration Parameters
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o -
4/5 WEB Service Parameters u

This wizard will change only local servers settings

Fort [ - |

it |

Web Server Port Configuration

11. Click on “Finish” to activate IVMS Server Controller.

s st I . WL ]
/3 Configuration Complete

Thiz wizard will change only local serwvers settings

. Allow serviee program through Windows Firewall

. Start the serwice control program

. View the KeadMe describe file

Finizh I
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( ]| ReadMe.txt - DS
IHF) REE) B0 ZE(V) EEIH)

This document can be found in the server installation directory, and can also be found in the windows program menu -

Tour server in the intranet, please do port mapping on the router, vou can normal use!
Flease open the 6601-6635 (TCP & UDP), and 80 (TCP only), 36 ports.

Since the browser can only run & charmels concwrrently in the same domaln, more ports are needed to achieve a preview larser
than 6 channels wideo. Additional default ports are added to the streaming media server as follows:

26604, 26605, 26606, 26607, 26608, 26609 |

Server Internet IP:113. 110, 203, 186

l|Device Service Port:6608

The Web Browse Address:http://113.110. 203, 186/

System Administrator Account: admin, default password: admin

Client Program Dowmload Address:http://113.110. 203, 186/

Operating Tips:

1. Please enter the backsround system (http://113.110. 203, 186/ to add vehicles and customer information
2. Vehicle sales to customers

3, Customer account (As Enterprise Administrator) to log in the WEB(http://113.110.203.1%6/), each client independently
manage (add sub—user information and vehicle licensing)

4, Customer account and add sub—user accounts, login client to monitor wehicle

12. Click on “Finish” to start IVMS DB Checker (The latest version has this operation)

( b = | [=]
® IVMS DB Checker S— - - S
Ready
¥ Check Database Start
| p,
| |
4 [
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13. Click on “Start” to start IVMS Server.

Running script : C:\Program Files\IVMS Server'bing4\sgldataupdate_70050002.5q] ... ...

v Check Database

Cancel

: Current version = (60130035) -
[ 2022-09-22 15:10:00] : Target version = (30050099)

[ 2022-09-22 15:10:00] : Running script : C:\Program Files\IVMS Server\bing4\sqldata‘update_60180036.5gl

|| | [2022-09-22 15:10:00] : OK —
I [ 2022-09-22 15:10:00] : Running script : C:\Program Files\VMS Server\bing4\sqldata‘update_60180037.5gl

N [[=2022-09-22 15:10:00]

e

[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]
[ 2022-09-22 15:10:01]

1 Ok
: Running script
1 0K
: Running script
1 0K
: Running script
1 0K
: Running script

: C:\Program Files\IVMS Server'biné4\sgldata‘\update_&0130038.sql

: C:\Program Files\IVMS Serveribiné4\sgldata‘\update_&0130039.sq|

: C:\Program Files\IVMS Serverbiné4\sgldata‘\update_70050001.sq|

: C:\Program Files\IVMS Serverbiné4\sgldata‘\update_ 70050002, sq|

< |

{LLJ

m

4

= IVMS DB Checker

]

Database checked successfully.

¥ Check Databas| DECheck

|

Cancel |

[ 2022-09-22 15; |80050094,5g] =~
[ 2022-09-22 15: a

[ 2022-09-22 15: Do you want to start server program now? 80050096, 54l

[ 2022-09-22 15:

[ 2022-09-22 15; | |280050097.5ql

[ 2022-09-22 15:

[ 2022-09-22 15; | |280050098.5ql

[ 2022-03-22 15: Yes MNo |

[ 2022-09-22 15; | | 20050099, sql

[ 2022-09-22 15; J

[ 2022-09-22 15:

[ 2022-09-22 15:10:25] : Stage 2: checking customize tables, it may take several minutes ... ..

[ 2022-09-22 15:10:37]

: Finished

€ |

{LLJ
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14. Click on “Yes”

% Server Manager ( 2022.08.23 ) (e |
File Services Web Settings Tools Help

| Services ] Ports | Disk Info |
Server ‘ Information | Run Time | CPU(%) | Memory (KE) ‘ Version | Exe Path
Login Server Running - Running 00:01:02 0.00 39,256 10.22.7.26 Ci\Program Files\IVMS Serveribing:

N | Gateway Server Running - Running 00:01:02 0.00 84,544 10.22.7.26 C:'\Program Files\IVMS Server‘hing
Media Server Running - Running 00:01:02 0.00 74,260 10.22.7.26 C:'\Program Files\IVMS Serveribing
HTMLS Media Server Running - Running 00:01:01 0.00 26,804 10.22.7.26 C:'\Program Files\VMS Serveriping:
User Server Running - Running 00:01:01 0.00 60,564 10.22.7.26 C:'\Program Files\IVMS Serveribing:
Web API Server Running - Running 00:01:01 0.00 21,840 10.22.7.26 Ci\Program Files\IVMS Serveribing:
Download Server Running - Running 00:01:01 0.00 41,044 10.22.7.26 C:'\Program Files\IVMS Server‘hing
Storage Server Running - Running 00:01:01 0.00 49,8943 10.22.7.26 C:'\Program Files\IVMS Serveribing
Auto Upload Storage S...  Running - Running 00:01:00 0.00 28,116 10.22.7.26 C:'\Program Files\VMS Serveriping:
Redis Server Running - Running 00:01:07 0.00 21,920 10.22.7.26 C:'\Program Files\IVMS Serveribing:
Data Server Running - Running 00:01:00 0.00 14,5872 10.22.7.26 Ci\Program Files\IVMS Serveribing:
IVMS S5L Server Running - Running 00:01:00 0.00 6,734 10.22.7.26 C:'\Program Files\IVMS Serveribing:
Web Server Running - Running 00:00:56 0.00 1,664,108 10.22.7.26 C:'\Program Files\IVMS Serveribing
Watch Dog Running - Running 00:01:00 0.00 17,712 10.22.7.26 C:'\Program Files\VMS Serveriping:
4 1 | F
Services Disk free space is ok 00:01:12

= ——

Note: Please open these ports in router and firewall, or the server cannot work with client and

device well.

7| ReadMe.txt - iE2E | — o [
IHEHF) RHE) B0 BBV EEIH)
This document can be found in the server installation directory, and can also be found in the windows program menu -

Tour server in the intranet, please do port mapping on the router, vou can normal use!

Flease open the 6601-6635 (TCP & UDP), and 80 (TCP only), 36 ports.

Since the browser can only run & charmels concwrrently in the same domaln, more ports are needed to achieve a preview larser
than 6 channels wideo. Additional default ports are added to the streaming media server as follows:
26604, 26605, 266086, 26607, 26608, 26609

Server Internet IP:113. 110, 203, 186

Device Service Port:6608

The Web Browse Address:http://113.110. 203, 186/

System Administrator Account: admin, default password: admin

Client Program Dowmload Address:http://113.110. 203, 186/

Operating Tips:

1. Please enter the backsround system (http://113.110. 203, 186/ to add vehicles and customer information
2, Vehicle sales to customers

3, Customer account (As Enterprise Administrator) to log in the WEB(http://113.110.203.1%6/), each client independently
manage (add sub—user information and vehicle licensing

4, Customer account and add sub—user accounts, login client to monitor wehicle

Configuration Complete
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6. Server Configuration

6.1 1VMS Server Port Description
IVMS Server default ports are as follows for Mobile DVR and Client services. If the Server is

behind a firewall, please ensure the following ports are opened in order for the appropriate

services are made available for the Mobile DVR and Client Users.

Server Name Server Port Description Remarks
6606 Device Service Port 6606 - UDP
Login Server 6605, 6606
6605 Client Service Port 6605 - TCP and UDP
6608 Device Service Port 6608 - TCP
Gateway Server 6607, 6608
6607 Client Service Port 6607 — TCP and UDP
6602 Device Service Port 6602 - TCP
Media Server 6602, 6604
6604 Client Service Port 6604—TCP and UDP
HTMLS5 Media ) )
6637 6637 Client Service Port 6637 - TCP
Server
User Server 6603 6603 Client Service Port 6603 —TCP and UDP
Web API Server 6617 6617 Client Service Port 6617 —TCP and UDP
WIFI Download 6610 Device Service Port 6610 - TCP
6609 6610
Server 6609 Client Service Port 6609-TCP and UDP
6612 Device Service Port 6612 - TCP
Storage Server 6611 6612
6611 Client Service Port 6611-TCP and UDP
Snapshot Server | 6613 6613 Device Service Port 6613 - TCP
MonggoDB Server | 6614 6614 Device Service Port 6614 - TCP
Redis Server 6619 6619 Device Service Port 6619 - TCP
Data Server 6633 6635 Device Service Port 66305- TCP
Auto Upload Storag . .
6631 6631 Device Service Port 6631 - TCP

e Server
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ADAS, alarm file

6634 6634 Client Service Port 6634 —TCP and UDP
download Server

80/88/8080/ 80/88/8080/ 8088 Client

WEB Server ) 80/88/8080/ 8088 - TCP
8088 Service Port

IVMS Server Port interface:

i Server Manage|

Fle Services Web Settings Tools Help

Services

Service Test Ports ‘

Server S5L Ports Extra Ports Desaription
Login Server Service; Device
Gateway Server Service; Device
Medis Server 26604 26605 26606 26607 26608 26509 Service; Device; W
HTMLS Media Server Service
User Server 6603 Service
Vieb API Server 6617 Service
Download Server 6603 6510 Service; Device
Storage Server 66116612 . Service; Device

I Auto Upload Storage S... 66316534 Service; Attachme
Redis Server 6619 Service

M |pata server 6633 Trace Download
Vich Server a0 Service
o 0 v
Ports Disk free space is ok 00:18:33

Test port: Test whether the server port passes or is occupied. If the port fails or is occupied,
you can modify the corresponding server port through configuration.

% Server Manager ( 2022
file Services Web Settings Tools Help

Services Ports | Diskinfo |

Service Config Export

Server ‘ Ports SSL Ports Extra Ports Description

Login Server 6605 6606 Service; Device
Gateway Server 6607 6608 Service; Device
Media Server 6604 6602 26604 26605 26606 26607 26608 26509 Service; Device; W
HTMLS Media Server 6637 Service

User Server 6603 Service

Web API Server 6617 Service

Download Server 6609 6610 Service; Device
Storage Server 66116612 Service; Device
Auto Upload Storage S... 66316634 Service; Attachme
Redis Server 8619 Service

Data Server 8633 Trace Download
Web Server 80 Service

T 0 v
Ports Disk free space is ok 00:02:23
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Sarvns Pt |okin|

Seveeconty | Ewort
[Ssirats_|Eaports
earg
Tews,
26604 26605 26606 26607 26608 26609 Tedrg,

Teargy
Tesrs
oo
Tearg
Tearg
e
Tearg,
(20220528 36:49:40] 8 Extemel network test Fobes

Ports Disk froe space is ok 0001:36

Port parameters can be viewed and modified by selecting the relevant server (such as the

login server):

File Services Web Settings

Services Ports | DiskInfo |

IServioe Config I

Export

Tools Help

Test Ports

[ssLPorts | ExtraPorts

Gateway Server

- e os

Server Preferences

Media Server 6604 6602
HTMLS Media Server 6637
User Server 6603
Web API Server 6617
Download Server 6609 6610
Storage Server 66116612

Auto Upload Storage S... 66316634

~Network Parameters ————————————————————————

Client Access Port (6605

Service; Device
Service; Device

| Description

Service; Device; W

Service
Service
Service
Service; Device
Service; Device

Service; Attachme

Redis Server 6619 ) C — Service
Data Server 6633 P s B |5a06 Trace Download
| | web server 80 Service
=
<] i ]
I
Ports Disk free space is ok 00:23:51 %
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Export server port parameter table:

Server Manager ( 2022.08.23 ) =T
File Services Web Settings Tools Help
Services Ports | Diskinfo |
Service Config Export TestPorts
Server | Ports [ sSLPorts | ExtraPorts | Description
Login Server 6605 6606 Service; Device
Gateway Server 6607 6508 Service; Device
Media Server 6604 6602 26604 26605 26606 26607 26608 26609 Service; Device; W
HTMLS Media Server 6637 Service
User Server 6603 Service
Web API Server 6617 Service
Download Server 6609 6510 Service; Device
Storage Server 66116612 Service; Device
Auto Upload Storage S... 66316634 Service; Attachme
Redis Server 6619 Service
Data Server 6633 Trace Download
|| | webserver 80 Service
O il v
Ports Disk free space is ok 00:25:18 4

% =
) B c D E [ H 1 I 3|
i Farts S5L Parts Extra Parts Description Test Ports
2 6608 6606 Service, Deviee
3 6607 6603 Service, Device
[ 6604 6602 Service; Device; ¥eb Media(Extra Forts)
6 KTULS Kedio Server 6637 Service
6 Uger 8 6603 Service
7 Teb AFI Se 6617 Service
& Downlond 5 6609 6610 Service, Device
9 |Storage Server 6611 6612 Service; Device
10 Auto Upload Storage Server 6631 6634 Service, Attachment Download for Web
11 Redis Se 6619 Service
6635 Trace Dovnlosd
80 Service
————
(2] Il ¥ (]
ISEREET-EN ¥ 3
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6.2 IVMS Server System Configuration

& Server Manager ( 2022.08..

File Services Web Settings Tools Help

Services ] Forts | Disk Info |
Server | information [ Run Time. [cPu(ze) | Memory(kB) [ version | Exe Path
Login Server Running - Running 7 0.00 33,272 Ci\Program Files\[VMS Server biné-
Gateway Server Running - Running 7 0.06 34,580 Ci\Program Files\[VMS Server biné:
Medis Server Running - Running 00:37:27 0.00 75,052 Ci\Program Files\[VMS Server biné:
HTMLS Media Server Running - Running 7 0.00 26,784 Ci\Program Files\[VMS Server biné:
User Server Running - Running 0.00 54,776 Ci\Program Files\[VMS Server biné:
Vieb API Server Running - Running 0.00 21,328 Ci\Program Files\[VMS Server biné:
Download Server Running - Running 0.00 41,23% Ci\Program Files\[VMS Server biné:
Storage Server Running - Running 0.06 50,064 Ci\Program Files\[VMS Server biné:
Auto Upload Starage ... Running - Running 0.00 28,124 C:\Program Files\IVMS Server biné:
Redis Server Running - Running 0.00 22,520 C:\Program Files\IVMS Server biné:
Data Server Running - Running 0.00 14,960 C:\Program Files\IVMS Server biné:
I IVMS S5L Server Running - Running 5 0.00 6,780 C:\Program Files\IVMS Server biné:
Vich Server Running - Running 00:37:25 0.06 1,672,480 C:\Program Files\IVMS Server biné:
Viatch Dog Running - Running 00:37:25 0.00 17,800 Ci\Program Files\IVMS Server biné:
|
o 0 ] v
Services Disk free space is ok 00:06:19

6.2.1 Exit System
» Close Server Controller only, no service stop.

P Stop all services except Redis and Tomcat.
P Stop all services (Not recommended).

method one:

& Server Manager ( 2022.08..

Services Web Settings Tools Help

Services | ports | DiskiInfo |
Server | information [ Run Time: [ cPu(ze) | Memory(kB) [ version | Exe Path
Login Server Running - Running 00:35:43 0.06 39,272 10.22.7.% C:\Program Files\[VM5 Server\biné-
Gateway Server Running - Running 00:35:48 0.06 54,580 10.22.7.26 rogram Files\[VMS Server biné:
Medis Server Running - Running 00:35:48 0.00 75,052 10.227.26 rogram Files\[VMS Server biné:
HTMLS Media Server Running - Running 00:35:48 0.00 26,784 10.22.7.26 rogram Files\[VMS Server biné:
User Server Running - Running 00:35:48 0.00 54,776 10.22.7.% rogram Files\[VMS Server biné:
Vieb API Server Running - Running 00:35:48 0.00 21,928 10.227.26 Ci\Program Files\[VM5 Serveribiné:
Download Server Running - Running 00:35:47 0.00 41,23 10.227.26 rogram Files\[VMS Server biné:
Storage Server Running - Running 00:35:47 0.06 50,064 10.22.7.26 ragram Files\IVMS Server biné:
Auto Upload Starage S...  Running - Running 00:35:47 0.00 28,124 10.227.26 ragram Files\IVMS Server biné-
Redis Server Running - Running 00:35:55 0.00 22,508 10.227.26 ragram Files\IVMS Server biné:
Data Server Running - Running 00:35:47 0.00 14,960 10.22.7.26 C:\Program Files\[VMS Server\bing-
I IVMS S5L Server Running - Running 00:35:47 0.00 6,780 10.22.7.26 ragram Files\IVMS Server biné:
Vich Server Running - Running 00:35:47 045 1,671,108 10.227.26 ragram Files\IVMS Server biné:
Viatch Dog Running - Running 00:35:47 0.00 17,800 10.22.7.2 ragram Files\IVMS Server biné:
|
o 0 ] v
Services Dick free space is ok 00:04:40
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Method two:

Server Manager ( 2022.0

File Services Web Settings Tools

Services | ports | DiskiInfo |

Start Service | Stop Service | Service CUnflgl

Server

[ information [RunTime [ CPU(%) | Memory(KB) [ Version

Login Server Running - Running 00:36:29 0.00 38,272 10.22.7.%6
Gateway Server Running - Running 00:36:29 0.00 84,580 10.22.7.26
Media Server Running - Running 00:36:29 0.00 75,052 10.22.7.26
HTMLS Media Server Running - Running 00:36:29 0.00 26,734
User Server Running - Running 00:36:29 0.00 54,776
Wieb API Server Running - Running 00:36:28 0.00 21,964 10.22.7. C:\Program Files\IVMS Server\binG:
Download Server Running - Running 00:36:28 0.00 41,236 10,22, rogram Files\IVMS Server\binG:
Storage Server Running - Running 00:36:28 0.06 50,064 1087, rogram Files\IVMS Server\binG:
Auto Upload Storage 5. Running - Running 00:36:27 0.00 25,124 227 rogram Files\IVMS Server\binG:
Redis Server Running - Running 00:36:34 0.06 rogram Files\IVMS Server\bing:
Data Server Running - Running 00:36:27 0.00 C:\Program Files\IVMS Server\bin6-
IVMS S5L Server Running - Running 00:36:27 0.00 rogram Files\IVMS Server\bing:
Wieb Server Running - Running 00:36:27 0.00 1,671,116 rogram Files\IVMS Server\bing:
Wiatch Dog Running - Running 00:36:27 0.06 17,800 10.22.7.26 rogram Files\IVMS Server\bing:

|
4 m ]

| Services Disk free space is ok | 00:05:22

File Web Settings Tools Help

Services ]Pnns | Disk Infd Exit

Please select :

Login Server
Gateway Server
Media Server

HTMLS Media Server

Server

(% Close Server Controller only, no serivce stop.

€ Stop all services except Redis and Tomcat.

Exit System |

th
ram Files\[VMS Server\bin6+

ram Files\IVMS Server\bin6+
ram Files\IVMS Server\bin6+

‘Jram Files\IVMS Server\bin6:

Disk free space is ok

l User Server | |Iram Fies\TvMS Server\biné
Web API Server | lram Files\tvMs Server\bine«
c
Download Server 1 Stop all services (Not recommended). |\ fram Files\IVMS Server\pine+
Storage Server | lram Fiies\tvMs Server\bine:
Auto Upload Storage S... || lram Files\tvMs Server\bine:
Redis Server | lram Fies\TvMS Serverbins«
Data Server | 'II CANCEL | [ifram Fies\ivMS Server\pine:
IVMS SSL Server I |Jram Files\tvMS Server\bine«
Web Server == === = == == Jram Files\[VMS Server\biné
M| | watch Dog Running - Running 00:31:47  0.06 17,800 10.227.26  Ci\Program Files\[VMS Server\biné:
] i
| Services 00:00:41
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6.2.2 Login to System

Settings Tools Help

Services | ports | DiskiInfo |

Start Service | Stop Service | Service CUnflgl

Server [ information [RunTime [ CPU(%) | Memory(KB) [ Version | Exe Path

Login Server Running - Running 00:42:31 0.00 39,272 10.22.7.3 C:\Program Files\[VMS Server\biné«
Gateway Server Running - Running 00:42:31 0.00 84,580 10.22.7.26 C:\Program Files\[VMS Server biné«
Media Server Running - Running 00:42:31 0.00 75,052 10.22.7.26 C:\Program Files\[VMS Server biné«
HTMLS Media Server Running - Running 00:42:31 0.00 26,784 10.22.7.26 C:\Program Files\[VMS Server biné«
User Server Running - Running 00:42:31 0.0 54,776 10.22.7.26 C:\Program Files\[VMS Server biné«
Viieb API Server Running - Running 0.00 21,964 10.22.7.26 C:\Program Files\[VMS Server biné«
Download Server Running - Running 0.0 41,23 10.22.7.26 rogram Files\[VMS Server\bing«
Storage Server Running - Running 0.00 50,064 10.22.7.26 rogram Files\[VMS Server\bing«
Auto Upload Storage ... Running - Running 0.00 28,124 10.227.2 binG-
Redis Server Running - Running 0.06 22,532 10.227.26 bing-
Data Server Running - Running 0.00 14,960 10.22.7.26 bing-
IVMS SSL Server Running - Running 0.00 6,780 10.22.7.26 bing-
Vieh Server Running - Running 109 173,124 10.22.7.26 bing-
Viatch Dog Running - Running 00:42: 29 0.06 17,800 10.22.7.26 bing-
el i ] +
Services Disk free space is ok | 001124

Login to the management system (address: http://localhost : port), Local host IVMS Server is
where the server resides, PC's IP address; IVMS Server BackOffice management system default

login name and password are: admin

H‘I I
Intelligent Vehlcl ' ' "

it Android g 0s .\ Pl
l'l ndroi . ISl indows [E:] ayer

Copyright (c) 2020. All right reserved. version: 2020-08-06
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http://localhost/

Intelligent Vehicle Monitoring System
Confque  Actve Saely  Report

& Device Status R Onine Total 0

Online No Plate No Device No. User Position Device Time Address Network Gateway Server Intercol
Unregsstered
Conflict Device

User Status

BB reminal management

@ Device Group
= = J— "

© e

o

Total 0 flem | 1] 10/pagev  Goto 1

6.2.2.1 Adding Users
Level 1:

Select "User Management" Tab, Add a first-level management name, manage account information,
etc.

Basic Information: User Name, Account.

Details Information: IDNO, Telephone, Email, Website, etc.

User Name
Account

Number Of Terminai Licenses D

Numer Of remaining Temminal Lic.. 10

Staws  Forbidden

Daily Video Traffe(MB)  ©

Vasoty | 20420922

Defaull Password : 000000

Cancel Save
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View the first-level account information, and view the terminal list and user list of the subordinate

account.

Intelligent Vehicle Monitoring System
Confque  Actve Salely  Report Aam  Management  Servers

P

Te Daiy Vides
B rermsiianagermen No User Name Status Account T aras Telephane Email Webstie v A Operation

@ Device Group
EE userviamagement
© e
[
B vserten .
. - ,
wateen (1] > topger Goo 1

Intelligent Vehicle Monitoring System
Configure  Active Satety Report Alarm Management Servers

Reun 7 gy e oy Tempone Erat Dok Cot 0 UsrCaet 0 Ot s 000

"

Plate

Devices List No. Plate No Team Name Color Driver Manufacturer Model Device No Type Company &

Users List

No Data

Total 0 fem 10 /page v
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Level 2(Account):

Create a secondary management login account under the primary account(Log in to the
first-level account).

First need to add a "role management" account, such as super administrators, administrators,
customers, etc.

Name  super

Remarks ~ super admanistrator

Permissions | = All Permissions

Cancel

Add user:

Click "User Management" and "Add" to fill in the user information as required.

DemoAccount | Multi Login, Password Readonly

Cancel Save
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Add interface:
Basic Information: Account, Name, password, Role, Validity.

Details Information: Industry, Gender, 1D, Telephone, Email, etc.

Add User X
User Password | sssses
Account | play2 - CONfirm | eesses
Name  play2 - Default Password 000000
Demo Account Multi Login, Password Readonly Role ~ o

Validity = 2023-09-22

Cancel Save

Driver Management (Add driver information):

Click "Driver Management™ and "Add" to fill in user information such as name, driver's
license number, qualification certificate, ID card, corresponding device number, etc. as
needed.

Add Driver Data

Company

D " License

Qualiication Certifcate ] 1ssuing Authorty

Valid From  2022-09-22 Expiration Date  2023-09-22

Adaress Region

Buinplace

Head Porrait Upioad  (Width: 172-516, Height 220-660.pg. jpeg. bm formats only)

Cancel Save
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ADD interface:

Add Driver Data X
Company 4 Name *
Phone Email
D * License *
Qualification Certificate .. * Issuing Authority
Valid From  2022-09-22 = Expiration Date | 2023-09-22
Address Region
Birthplace
Head Portrait » Upload | (Width: 172~516,Height: 220~660;]jpg, Jpeg, bmp formats only)

Cancel Save

6.2.2.2 Adding Terminals/Devices/Vehicles 1D
Select "Terminal Management-Management™ Tab

1. Adding a Single Terminal
Select “ADD”, Add Terminal Window will pop up. Enter the terminal/device information as
required in the window and SAVE.

Type  Vehicle Termmal
Plate No ¢ Plate Color  Blue
Device No & (=]
Channels Number 4 (1:32) SIM Cara

Diectional card (directional cand does not support
Qaevay Use WAN Address(Device)2

venie stop using
Efective Date Of Regul.

Manutacture date 20220922 Manutacturer

Enable Payment

e
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ADD interface:

Add

Type | Vehicle Terminal v
Plate No * Plate Color  Blue ~
Device No - IMEI
Channels Number 4 (1-32) SIM Card

Directional card (directional card does not support

gateway cluster) Use WAN Address(Device)2

ehicle stop using Annual Review Effectiv..

Effective Date Of Regul... Validity Of Insurance

Manufacture date  2022-09-22 Manufacturer

Enable Payment

Cancel Save

After successfully saving the device information you will notice a line with your asset information

added into the page.

t Vehicle Monitoring System

& Device Status -
B emnamansgement
PO ocvices count 1 inventory Gount 1

v Detete Selection | Sale Setecied | Export To Excel

Driver Manutacturer Model Device No Operation

Toon CoT T

[ Fiate No. Team Name Plate Color

1 [ = e Bue

Inventory |

re

BB uservanagement

@ e
a

B el -

Tolal 1 ilem |1| 10/page v Gom 1
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3. Adding Multiple Terminals/Devices in Batch
Select “Batch Add”, a “Batch Add” Terminal window will pop up.

Note: Adding Multiple Terminals in Batch requires adding more than 1 but less than 10

Vehicles/Devices.

Batch Add

DeviceNo. | 20001

Puate Color | Bive

Type | Venicle Teminal

Channels Number

Validity Of insurance
Manufacture date | 2022-09-22
Manufacturer

count [4

2, cevesuns .

BB reoasnsgenen.

EEWERI  ocices Counts  imentory Counts
Managment
No. Piate No. Team Name Plate Color Driver Manufac turer Maodel Device Na.
inventory

1 = e 101

€D oeveciw
2 5 200t Blue 20001
B usermanagement B (= B Bne 20002

[-] ) 20003
Drivers 4 g 2000 e 20003
”a

5 B3 2o Blue 20004

BB useriog
3 20005 Bue 20005

Total & iems 1 10/page~ | Golo 1
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6.2.2.3 Assigning Groups/Owners/ (sale)

1. Single Terminal/Device Assignment
Select Assign Terminal/Device, Click on Assign, the Assign Terminal Window will pop up.

SaleTo  Please Select

Vehicle No

cance: (|

Select the Group/Owner to Assign to, SAVE, after successful Save, the terminal/device will be

associated with the assigned Group/Owner name.

2. Assigning in Batch

Select the terminals/devices to be assigned, Select the Group/Owner to be assigned to.

@ Intelligent Vehicle Monitoring System

Confqure  Aciive Salety  Report Alam  Managemenl  Servers

Devices Count 6 Inventory Count &

Terminal Management

Managment o Plate Mo Team Name Ptate Colar Driver Manufacturer hodel Device No Operatian
e 1 5= Rt Biue oot mm
& oeveecon - . @ - 20001 EE3EED
B user Management g s [ 5= B Bive 20002 | view | saie |
& Diivers 4 B3 2000 Bive 20003 [ view | saie | eat [ petete |
a 5 [ 5= EO Blse 20004 [ view | sate | Edit | Detete |
B8 e a [ 5= LS Blue 20005 EIEDEIED

lrums Heme \z\ 10/page~  Golo 1
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SaleTo | Please Select

Devices List 20001
20002
20003
20004

20008

paneel

6.2.3 DIY: logo and title customization
| 2 servr anager (20220633

File Services [Web| Settings Tools Help

Port Settings
Services | ports | DiskInfo |

I Start Service | Stop Service | Service fonfig | Exit System I
Server [ Information [RunTine [ cPug) [ Memory(k@) [ version [ ExePath

| Login Server Running - Runni 01:57:55 0.00 39,316 10.22.7.26 C:\Program Files\[VMS Server \piné+
Gateway Server Running - Runni 01:57:55 0.00 84,736 C:\Program Files \[VMS Server\bing:

I Media Server Running - Runni 01:57:55 0.00 75,058 C:\Program Files\[VMS Server \bin6+

I HTMLS Media Server Running - Runni 01:57:55 0.00 C:\Program Files\[VMS Server \bin+
User Server Running - Runni 01:57:55 0.00 C:\Program Files \[VMS Server\bing:
Web AP Server Running - Runni 01:57:54 0.00 C:\Program Files\[VMS Server \bin6+
Dowrload Server Running - Runni 01:57:54 0.00 C:\Program Files\[VMS Server \bin+
Storage Server Running - Runni 01:57:54 0.00 C:\Program Files \[VMS Server\bing:
Auto Upload Storage S...  Running - Runnir 01:57:53 0.00 C:\Program Files\[VMS Server \bin6+
Redis Server Running - Runni 01:58:00 0.00 C:\Program Files\[VMS Server \bin+
Data Server Running - Runniry 01:57:53 0.00 C:\Program Files \[VMS Server\bing:
IVMS S5L Server Running -Runniry 01:57:53 0.00 C:\Program Files\[VMS Server \bin6+
Web Server Running -Runnin 01:57:53 0.45 ,22.7.26 C:\Program Files\[VMS Server \bin+
Watch Dog Running - Runrin| 01:57:53 0.00 17,904 10.22.7.26 C:\Program Files \[VMS Server\bing:

fl
< i ] v

|| Services |Disk free spice is ok [ o01:26:47

Fieadme: Login page: 152 * B6 png format, backgiound transparent format.
Foreground page:66 * 66 png format. background transparent format.

Engish

System Title |\memgenl Vehicle Monitoring System

wieh Tille |\memgenl ehicle Monitaring System

Copyight |Copvright [c) 2022, Alligh eserved. version: 20220109

Readme Madfy Default

Logo display area & Lett " Right

Fieadme: pna ransparent images, the client will be proportional compression.

Madiy Default

Titl: Moy | Default |

Ext

DIY configure
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6.2.4 Modified IVMS Server web access port
Here you can modify the web service port configuration 80 port has been occupied, as shown

below:

% Server Manager ( 2022.08.23 ) =

Settings Tools Help
-

File Services

Services IPurts | bisk nfo |

Server [ Information [RunTime [ cPu() | Memory(e) | version [ ExePath

Login Server Running - Running 01:59:13 0.00 39,316 10.22.7.26 C:Program Files\IVMS Serverlbiné:

Gateway Server Running -Running 01:59:13 0.00 84,735 10.22.7.26 C:\Program Files\[vMS Serveriping: WEB Server Port Confi

Media Server Running -Running 01:58:13 0.06 75,068 10.22.7.26 Ci'Program Files\[VMS Serverlbin6:

HTMLS Media Server Running - Running 01:59:13 0.00 26,784 10.22.7.26 C:\Program Files\[vMS Server \bing: ¥ HTTP Enabled

User Server Running - Running 01:53:13 0.00 54,788 10.22.7.26 C:\Program Files\[vMS Server'jbing:

Veb APT Server Running -Running 01:58:13 0.00 22,572 10.22.7.36 Ci'Program Files\[VMS Serverlbin6: port [60

Dowrload Server Running - Running 01:5%:13 0.00 41,256 10.22.7.26 C:\Program Files\IVMS Serverlbing:

Storage Server Running - Running 01:53:12 0.00 50,080 10.22.7.26 C:\Program Files\[vMS Server'jbing:

Auto Upload Storage ... Running -Running 0L5%:12 0.00 /148 10.227.3 Ci'Program Files\[VMS Serverlbin6:

Redis Server Running - Running 01:5%:19 0.00 2,640 10.22.7.28 C:\Program Files\IVMS Serverlbing: I HTTPS Enabled

Data Server Running - Running 01:53:12 0.00 15,048 10.22.7.26 C:\Program Files\[vMS Server'jbing: i

IVMS SSL Server Running -Running 01:59:12 0.00 6,804 10.22.7.26 C:'Program Files\[VMS Server\bin6: port |0 Domain |127.0.0.1
| Web Server Running - Running 01:5%:12 0.00 1,764,368 10.22.7.26 C:\Program Files\IVMS Serverlbing:

Watch Dog Running - Running 01:53:12 0.00 17,904 10.22.7.26 C:\Program Files\[vMS Server'jbing: e |

(*.Jks file is needed.)
Password Confirm
I http redirect to https. |
ol i s Cancel
Services Disk free space is ok 01:28:06 |

Modify web access port

6.2.5 Database view and configure
Note: The database configuration, installation package has already been configured for this

version of IVMS Server.

% Server Manager ( 2022.08.23 )

File Services Web [Settings | Tools Help
Database

Data Expiration Settings

WAN Address
E-Mail Config

Maintenance

Services |ports | Dk Info |

Server [ Information [RunTine  [‘cPu() [ Memory(®) [ Version [ExePath

Login Server Running -Running 02:01:00 0.06 39,316 10.22.7.26 C:\Program Flles\[VMIS Server bins« .
Gateway Server Running -Running 02:01:00 0.00 84,736 10.22.7.26 C:\Program Files\[VMS Server\bin6* % Database Configuration =
Mecia Server Running -Runring 02:01:00 0.00 75,068 10.22.7.26 C: Program Files\[VMS Server bin6+ —

HTMLS Media Server Running -Running 02:01:00 0.00 2,784 10.22.7.26 C:\Program Flles\[VMIS Server bins«

User Server RURNing -Running 02:01:00 0.00 54,796 10.22.7.26 CtProgram Files\[VMS Server pins Database Parameters

Web API Server Running -Runring 02:00:59 0.00 22,608 10.22.7.26 C: Program Files\[VMS Server bin6+ =

Dowrload Server Running -Running 02:00:53 0.00 41,260 10.22.7.26 C\Program Flles\[VMS Server\bin6+ Type [MySQL =
Storage Server RURNing -Running 02:00:59 0.06 50,080 10.22.7.26 CtProgram Files\[VMIS Server pins

Auto Upload Storage S... Running -Running 02:00:58 0.00 B8 102273 C: Program Files\[VMS Server bin6+ Ban=y (U

Redis Server Running -Running 02:01:05 0.06 2,640 10.22.7.26 C:\Program Flles\[VMIS Server bins«

Data Server Running - Running 02:00:58 0.00 15,098 10.22.7.26 Cr\Program Files\[VMS Server bin6+ Address |127.0.0.1

IVMS S5l Server Running -Running 02:00:58 0.00 6,304 10.22.7.26 C: Program Files\[VMS Server biné+

Web Server Running -Running 02:00:58 0.00 1,764,380 10.22.7.26 C:\Program Files\[VMS Server binG: Port [3321

Watch Dog RURNing -Running 02:00:58 0.00 17,904 10.22.7.26 CProgram Files\[VMS Server pins

User [root
password ’—xuu“““

I Start the service control program

<] I »
Window On Top
01:29:52 I

Senvices Disk free space is ok

Database Configuration Information
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6.2.6 Data Expiration Settings
Database:
0: Refer to save all data.

>7: Indicates that the records in the database are kept in recent days. The value must be
greater than 7. In addition to 0, 0 means no cleanup. For example: fill in 30, which retained
the last 30 days of data in the database.

i Server Manager  2022.08.23
|| File Services Web [Settings | Tools Help

| Database

WAN Address

E-Mail Config

Maintenance
Services ] ports | DiskInfo |
Server [ Information [RunTme [ cPu(z) | Memory(k) | version [ ExePath
Login Server Running - Running 02:0%:19 0.00 39,316 10.22.7.26 C:\Program Fies\[vMs Server \bin6
Gateway Server Running - Running 02:04:19 0.06 84,736 10.22.7.26 Cx\Program Files\[VMS Server\bing:
Media Server Running -Running 02:04:18 0.00 75,068 10.22.7.26 C:\Program Files\[VMS Server \bin6+
HTMLS Media Server Running - Running 02:04:18 0.00 26,784 10.22.7.26 C:\Program Files\[vMS Server \bin6:
User Server Running - Running 02:04:18 0.00 54,796 10.22.7.26 Cx\Program Files\[VMS Server\bing:
Web AP Server Running -Running 02:04:19 0.00 22,608 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Download Server Running - Running 02:04:18 0.00 41,260 10.22.7.26 C:\Program Files\[vMS Server \bin6:
Storage Server Running - Running 02:04:19 0.19 50,080 10.22.7.26 C:\Program Files\[vMS Server\bing:
Auto Upload Storage S...  Running -Running 02:04:18 0.00 28,148 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Redis Server Running - Running 02:04:25 0.08 22,640 10.22.7.26 C:\Program Files\[vMS Server \bin6:
Data Server Running - Running 02:04:18 0.00 15,048 10.22.7.26 C:\Program Files\[vMS Server\bing:
IVMS S5L Server Running -Running 02:04:18 0.00 5,804 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Web Server Running -Running 02:04:17 0.52 1,764,768 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Watch Dog Running - Running 02:04:18 0.13 17,904 10.22.7.26 C:\Program Files\[vMS Server\bing:
4] i ] 0
Services Disk free space is ok 01:33:11

=)

History Backup Settings
MysQL
Database |0 (>7) {0 : Mo data will be deared.)
GPS Data

Track retention days [0 (>7)

PERIPHERAL FILE

[l Attachment retention days |0

{0 : No data will be deared.)

{0+ Mo data will be deared.)

6.2.7 IVMS Server modify network IP address
Installation configuration LAN, and now would like to replace the public network, directly at

the following figure can be modified, and

L Server Manager ( 2022.08.23
||| File Services Web [Settings] Tools Help
Database

Data Expiration Settings

WAN Address

E-Mail Config

Maintenance

Services |ports | DiskInfo |

vice versa.

Server [Information [RunTime [ cPU(%) | Memory() [ Version [ExePath
Login Server Running - Running 02:13:45 0.00 39,316 10.22.7.26 Cr\Program Flles\[VMS Server\bin6+
Gateway Server Running -Running 02:13:45 0.00 84,735 10.22.7.26 C:\Program Files\[vMS Server bing:
Media Server Running -Running 02:13:44 0.00 75,068 10.22.7.26 C:\Program Files\[VMS Server \bin6+
HTMLS Media Server Feunning - Running 02:13:44 0.00 %,784 10.22.7.26 C\Program Files\IVMS Server\biné:
User Server Running -Running 02:13:44 0.00 54,800 10.22.7.26 C:\Program Files\[vMs Server bing:
Web API Server Running -Running 02:13:44 0.00 22,572 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Dowrload Server Feunning - Running 02:13:44 0.06 41,260 10.22.7.26 C\Program Files\IVMS Server\biné:
Storage Server Running -Running 02:13:44 0.00 50,080 10.22.7.26 C:\Program Files\[vMs Server bing:
Auto Upload Storage S...  Running -Running 02:13:43 0.00 28,148 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Redis Server Feunning - Running 02:13:50 0.06 2640 10.22.7.26 C\Program Files\IVMS Server\biné:
Data Server Running -Running 02:13:43 0.00 15048 10.22.7.26 C:\Program Files\[vMs Server bing:
I IVMS SSL Server Running -Running 02:13:43 0.00 6,804 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Web Server Funning - Running 02:13:43 0.52 1,766,176 10.22.7.26 C:\Program Files\[VMS Server\binG:
Watch Dog Running -Running 02:13:43 0.00 17,908 10.22.7.26 C:\Program Files\[vMs Server bing:
< m | v
Services Disk free space is ok 0142:37

Network Address Conﬁgl.rratron—_—ﬁ

Server

MS-20160918DUYY

192.168.

Network Address |MSERBIRFIERTR] +| Refresh

Modify network IP address
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6.2.8Email configuration

5 Server Manager ( 2022.08.23 ) i

File Services Web [Settings | Tools Help
Database

Data Expiration Settings

WAN Address

ail Canfig

Maintenance

Services ] ports | DiskInfo |
Server [ Information [RunTme [ cPu(®) | Memory(k) | Version [ ExePath
Login Server Running - Running 02:13:18 0.00 39,316 10.22.7.26 rogram Files\IVIMS Server \bing:
Gateway Server Running - Running 02:13:18 0.00 84,736 10.22.7.26 rogram Files\IVIMS Server)
Media Server Running -Running 0.00 75,088 10.22.7.26 rogram Files \[VMS Server)
HTMLS Media Server Running - Running 0.00 26,784 10.22.7.26 rogram Files\[VMS Server\pint
User Server Running - Running 02:13:18 0.00 54,800 10.22.7.26 rogram Files\IVIMS Server ping:
Web AP Server Running -Running 02:19:18 0.00 22,572 10.22.7.26 rogram Files \[VMS Server\bing:
Download Server Running - Running 0.00 41,260 10.22.7.26 +\Program Files\[VMS Server \bing:
Storage Server Running - Running 0.13 50,088 10.22.7.26 rogram Files\IVMS Server bing:
Auto Upload Storage S...  Running -Running 0.00 28,148 10.22.7.26 rogram Files \[VMS Server\bing:
Redis Server Running - Running 0.00 22,640 10.22.7.26 C:\Program Files\[VMS Server \bin6:
Data Server Running - Running 0.00 15048 10.22.7.26 rogram Files\IVMS Server bing:
IVMS S5L Server Running -Running 0.00 6,804 10.22.7.26 rogram Files \[VMS Server\bing
Web Server Running -Running 0.52 1,767,152 10.22.7.26 rogram Files\[VMS Server \bing
Watch Dog Running - Running 02:13:17 0.00 17,908 10.22.7.26 rogram Files\IVMS Server bing:
"
4] i ] b
Services Disk free space is ok 0L48:12

Email configuration

6.2.9 Auto maintenance

Automatic servers restart settings:

% Server Manager ( 2022.08.23 ) - i
File Services Web [Settings| Tools Help
Database

Data Expiration Settings

WAN Address

E-Mail Config
Maintenance:
Services ] ports | DiskInfo |
Server [ Information [RunTme [ cPu(z) | Memory(k) | version [ ExePath
Login Server Running - Running 02:21:09 0.08 39,316 10.22.7.26 C:\Program Files\[vMS Server\bin-
Gateway Server Running - Running 02:21:09 0.00 84,736 10.22.7.26 Cx\Program Files\[VMS Server\bing:
Media Server Running -Running 02:21:08 0.06 75,088 10.22.7.26 Ci\Program Files \[VMS Server bin:
HTMLS Media Server Running - Running 02:21:09 0.00 26,784 10.22.7.26 C:\Program Files\[vMS Server\bin-
User Server Running - Running 02:21:09 0.00 54,800 10.22.7.26 Cx\Program Files\[VMS Server\bing:
Web API Server Running -Running 02:21:08 0.06 22,572 10.22.7.26 Ci\Program Files \[VMS Server bin:
Download Server Running - Running 02:21:09 0.06 41,260 10.22.7.26 C:\Program Fies \[VMS Server bin+
Storage Server Running - Running 02:21:08 0.00 50,088 10.22.7.26 Cx\Program Files\[VMS Server\bing:
Auto Upload Storage ... Running -Running 022107 0.00 2,14 10.22.7.26 Ci\Program Files \[VMS Server bin:
Reds Server Running - Running 02:21:15 0.06 2,640 10.22.7.26 C:\Program Fies [VMS Server bin+
Data Server Running - Running 02:21:08 0.00 15048 10.22.7.26 C:\Program Files\[vMS Server\bing:
M| | o o, server Running -Running 02:21:08 0.00 5,804 10.22.7.26 Ci\Program Files \[VMS Server bin:
Web Server Running - Running 02:21:08 0.00 1,767,168 10,22.7.26 C:\Program Fies [VMS Server bin+
Watch Dog Running - Running 02:21:08 0.13 17,908 10.22.7.26 C:\Program Files\[vMS Server\bing:
<] I ] »
Services Disk free space is ok 01:50:03

E-mail Parameters
Account
Sender
Password
SMTP Address
SMTP Port

SMTP Securty

Send

Recipients
Subject

Content

Test

[meurtest

‘smtp gmail com

[465

[ssL

‘Send Mail Test

My Mail Test

Cancel

Automatic Maintenance Configl E

spedified time

Automatic restart service program at a

Auto Restart b
Frequency |Daily
Time |43 1:00:00 -

o]

Cancel |
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6.2.10 Storage configuration

( [E=REER
2 Server Manoger (20 I %' Storage Server Configuration ===
File Services Web Settings Help
Storage Config Parameters | Snapshot State | Fiecord Status | Down Task |
Disk Management
The Total Spac... | Used Space(MB) | Remaining Spac... |
228933 168065 50858
81933 62166 19767
292597 275124 17473
services | portz | sk nfo | 102405 99605 2801
Server [ Information [RunTme [ cPu(®) | Memory(k) | Version [ ExePath
Login Server Running - Running 0.00 39,316 10.22.7.26 rogram Files\[VMS Server\ping:
Gateway Server Running - Runring 0.00 84,736 10.22.7.26 rogram Files\VMS Server|
Media Server Running -Runring 0.00 75,088 10.22.7.25 ragram Files \[VIS Server|
HTMLS Media Server  Rumning -Running 0.00 26,784 10.22.7.25 rogram Fies\[VMS Server int [Gover Toe Gt =]
User Server RuRning - Running 0.00 54,800 10.22.7.26 rogram Files\IVMS Server\ping: Space Inadequate |Cover The Oldest Files
Web AP Server Running -Runring 0.00 22,608 10.22.7.25 rogram Files [VMS Server bing
Dowrload Server Running -Running 0.00 41,260 10.22.7.25 - Program Files\[VVS Server pin+ Reserve Space [1024 MB
Storage Server uning - Running 0.00 50,088 10.22.7.26 rogram Files\[VMS Server\ping:
Auto Upload Storage S... Rumning -Running 0.00 /198 10.22.7.25 rogram Files [VMS Server bing
Redis Server unning -Running 0.08 22,640 10.22.7.25  C:\Program Files\[VMS Server bins: Retention days [0 (0Tt means no deaning)
Data Server Running - Runring 0.00 15,048 10.22.7.26 rogram Files\[VMS Server\ping:
IVMS SSL. Server Running -Runring 0.00 5804 10.22.7.25 rogram Files [VMS Server bing
Web Server Running -Runring 0.52 1,767,212 10.22.7.26 rogram Fies\[VMS Server bing
Watch Dog Running - Running 0.13 17,908 10.22.7.26 rogram Files\[VMS Server\bing: Record Parameters
Splt Time: [0 =] Minate
Down Task
Task Count: |128
a7 i ] v
Services Disk free space is ok 0L5L119 il
% Server Manager { 2022.08.23 ) i =
File Services Web Settings Help
Storage Config
Services IPms | bisk Info |
= e —
Server [ Information [RunTme [ cPu(z) | Memory(k) | version [ Exe Path Domebond Strafah s Swcornd | Do Paromies |
Login Server Running - Running 02:23:38 0.00 39,316 10.22.7.26 C:\Program Files\[vMs Server bing: Diownlood e befesh el 5 recondh]
Gateway Server Running - Runring 02:23:38 0.00 84,736 10.22.7.26 C:\Program Files\[vMS Server|bing -
Media Server Running - Running 02:23:38 0.00 75,088 10.22.7.26 Ci\Program Files \[VMS Server bin: ot | e OAD 2 [Fe See | Speetf 5, Togeir
HTMLS Media Server Running - Running 02:23:38 0.00 26,784 10.22.7.26 C:\Program Files\[vMs Server bin6:
User Server Running - Runring 02:23:38 0.00 54,800 10.22.7.26 C:\Program Files\[VMS Server|binG:
I Web API Server Running -Runring 022337 0.00 22,572 10.227.25  C:Vrogram Fies\[VMS Server bing
Dowrload Server Running -Running 022337 0.00 41,260 10.22.7.25  C:Program Fies\[VMS Server bing:
Storage Server Running - Runring 02:23:37 0.00 50,088 10.22.7.26 C:\Program Files\[VMS Server|binG:
Auto Upload Storage S... Rumning -Running 022337 000 28,148 10.22725  C:Vrogram Fies\[VMS Server bing:
Reds Server Running -Running 022344 0.00 22,640 10.22.7.25  C:Program Fies\[VMS Server bing:
Data Server Running - Runring 02:23:37 0.00 15,048 10.22.7.26 C:\Program Files\[vMS Server|binG:
IVMS SSL Server Running -Runring 02233 0.0 5804 1022725  C:Vrogram Files\[VMS Server bing:
Web Server Running -Running 02233 0.0 1,767,324 10.22.7.25  C:Program Fies\[VMS Server bing:
Watch Dog Running - Runring 02:23:36 0.13 17,908 10.22.7.26 C:\Program Files\[vMS Server|binG:
Devis Caned FeCartd o
o m ] »
Services Disk free space is ok 015231

WiFi download configuration parameters and status View

52



6.2.12 Server Registration
1. Click on the "Software Registration” menu item in the IVMS Server control window.

% Server Manager (2022.08.23 ) | — o = | B S
File Services Web Settings Tools [Help]
About
Services ] ports | DiskInfo |
| svse [ sm o
Server [ Information [RunTime  [cPu(®) [ Memory(kB) [ Version [ ExePath
Login Server Running -Running 02:26:01 0.00 16 10.22.7.26 C:\Program Files\[VMS Server \piné+
Gateway Server Running - Running 02:26:01 0.00 84,736 10.22.7.26 C:\Program Files\[VMS Server \binG+
Media Server Running -Running 02:26:01 0.06 75,088 10.22.7.26 C:\Program Files\[VMS Server \bin6+
HTMLS Media Server Running - Running 02:26:01 0.00 26,784 10.22.7.26 C:\Program Files\[VMS Server \bin6:
User Server Running - Running 02:26:01 0.00 54,800 10.22.7.26 C:\Program Files\[vMS Server \bin6+
Web AP Server Running -Running 02:26:00 0.00 22,608 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Download Server Running - Running 02:26:00 0.00 41,260 10.22.7.26 C:\Program Files\[VMS Server \bin6:
Storage Server Running - Running 02:26:00 0.13 50,088 10.22.7.26 C:\Program Files\[vMS Server \bin6+
Auto Upload Storage S...  Running -Running 02:26:00 0.00 28,148 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Redis Server Running - Running 02:26:07 0.00 22,640 10.22.7.26 C:\Program Files\[VMS Server \bin6:
Data Server Running - Running 02:25:59 0.00 15048 10.22.7.26 C:\Program Files\[vMS Server \bin6+
IVMS S5L Server Running -Running 02:25:59 0.00 6,804 10.22.7.26 C:\Program Files\[VMS Server \bin6+
Web Server Running - Running 02:25:59 0.00 1,767,336 10.22.7.26 C:\Program Files\[VMS Server \biné:
Watch Dog Running - Running 02:25:59 0.06 17,908 10.22.7.26 C:\Program Files\[vMS Server \bin6+
v

Services Disk free space is ok 01:54:55

2. The software registration interface at this time you can see the signature of this server, as shown
above the red box shown

3. When mouse click "Copy to clipboard" signature copied to the clipboard, you can also directly
select the signature copy available to developers, this signature to obtain the corresponding serial

number (including the management of vehicles quantitative information).

4. Paste it into the corresponding serial number provided by the developers of the signature
sequence number window, as shown below:

Vehides

Sgnature [41BB36DFT11E07F43532470FFA7L4E67

Copy To Clipboard

Help Please submit the signatures and the number of vehides to the developers,
fto get the software serial number.

Serial

Paste From Clipboard Register

5. Click "Register" button to complete the registration. If you want to see the Software
Registration information, Click IVMS Server control interface "Software Registration™ button will
pop up the software registration information. This registration information has been saved to the
registry service where PC users to replace the network card or hard drive, as well as software
feature codes change, need to re-obtain the serial number.
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6.2.13 About

View current IVMS server version information through "ABOUT".

% Server Manager ( 2022.08.23 )

File Services Web Settings Tools [Help]
Register

About Server Manager Software

B

Server Manager v10.22.7.26

& Copyright (C) 2022

Services |ports | DiskInfo |
Server [Information [RunTime [ cPU(%) | Memory() [ Version [ExePath
Login Server Running -Running 022735 0.06 3,316 10.22.7.5  CiProgram Fies\[VVS Server bin:
I | Gateway server Running - Running 02:27:35 0.00 84,736 10.22.7.26 C:\Program Files\[VMS Server\bing
| [ meda server Running -Runring 022736 0.00 75,088 10.227.25  C:Vrogram Fies\[VMS Server bing:
HTMLS Media Server  Rumning -Running 022735 0.00 26,784 10.22.7.25  C:Program Fies\[VMS Server bing:
User Server Running -Running 02:27:35 0.00 54,800 10.22.7.26 C:\Program Files\[vMs Server bing:
Web API Server Running -Runring 022735 0.00 22,572 10.227.25  C:Vrogram Fies\[VMS Server bing
Dowrload Server Running -Running 022735 0.00 41,260 10.22.7.25  C:Program Fies\[VMS Server bing:
Storage Server Running -Running 02:27:35 0.00 50,088 10.22.7.26 C:\Program Files\[vMs Server bing:
Auto Upload Storage S... Rumning -Running 022734 0.0 28,148 10.22725  C:Vrogram Fies\[VMS Server bing:
Reds Server Running -Running 022742 013 22,640 10.22.7.25  C:Program Fies\[VMS Server bing:
Data Server Running -Running 02:27:34 0.00 15,048 10.22.7.26 C:\Program Files\[vMs Server bing:
IVMS SSL Server Running -Runring 022734 0.0 5804 1022725  C:Vrogram Files\[VMS Server bing:
Web Server Running -Running 022734 0.00 1,767,996 10.22.7.25  C:Progiam Files\[VMS Server bing:
Watch Dog Running -Running 02:27:34 0.00 17,908 10.22.7.26 C:\Program Files\[vMs Server bing:
< m | v
Services Disk free space is ok 01:56:29

6.3

6.3.1 Login Server

1. From the main IVMS Server window, select "Login Server", "Service Configuration” button
and then click on the top of the interface, log on to the server can be configured in the form of

IVMS Server Introduction

pop-up network parameters, as shown below:

Services | ports | DiskInfo

B

File Services Web Settings

Stop Service |
[

- Server Manager ( 2022.08.23

Toals

I Service Canfig

Help

i
ﬂrmahon

LServer
Login Server

Exit System
| Exe Path

RunTime | CPU(%) | Memory(KE) | version
- |running - Running 0100 0.00 39,048 10.227.%6

C:\Program Files\[VMS Server|biné:

Gateway Server Running - % C:\Program Files\[VMS Server binG:
Media Server Runring - Legin Server Préferences 7.2 C:\Program Files\IVMS Server\biné:
HTMLS Media Server  Running - 7.2 C:\Program Files\[VMS Server binG:
User Server Running -§ | - Network Parameters 7.2 C:\Program Files\[VMS Server binG:
Web APT Server Running - 7.2 C:\Program Files\[VMS Server binG:
Download Server Running - Client Access Pt [6605 7.2 C:\Program Files\[VMS Server binG:
Storage Server Running - 7.26 C:\Program Files\IVMS Server biné
Auto Upload Storage S...  Running - 7.26 C:\Program Files\IVMS Server biné
Redis Server Running - Device Access Port  |6606 7.26 C:\Program Files\IVMS Server\bing:
Data Server Running - 7.26 C:\Program Files\IVMS Server biné
IVMS SSL Server Running - | 7.26 C:\Program Files\IVMS Server biné
Web Server Running - | 7.2 C:\Program Files\IVMS Server biné
Watch Dog Running - i 7.2 C:\Program Files\IVMS Server biné
< il ] v
Services Disk free space is ok 00:01:12

Login Server Parameter Configuration
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Client Access Port: Registered Client Users connect to the server through this port. Default is
6605, it is recommended not to modify;

Device Access Port: Registered devices/vehicles connect to the gateway server through this port.
Defaults to 66086, it is recommended not to modify.

One or 2 servers can be deployed on the IVMS Server system and log on to the server, one of
them as the primary server, another as Login (Backup) server. When the Login server fails, the
Login server by switching to a virtual IP, will not affect the normal use of the device and the

client.

The login server is mainly used to save the online relationship between users and devices and

the status of each server module. It is used to distribute traffic in the cluster.

6.3.2 Gateway Server
1. From the main IVMS Server window, select "Gateway Server", Click "Service Configuration"
button which on the top of the interface, then you can confer your gateway parameters, as shown

below:

& Server Manager [ 2022.08.23) p——— R N - o | O |

Fle Services Web Settings Tools Help

Exit System

2 Wagigay Server Prferences [
Lodin Server Running - Running 00:0] lem Files\TVMS Server \binG:

Gateway Server Runring - Running 00:0 lom Files\[VMIS Serveribing:
Media Server Runring - Running o0:0| | [ Register Paramenters lem Files\IVMS Serveribing:

| [server

HTMLS Media Server Running - Running 01:1] = [om Files\IVMS Serveribing:
User Server Runming - Running 00:0] Login Server [P [127.0.0.1 lam Files\IVMS Serveribing:
Web API Server Running - Running 00:0] [bm Files\IVMS Serveribing:
Download Server Running - Running 00:0 Server Port |6605 l5m Files\TYMS Server'bing:
Storage Server Running - Running 00:0] [bm Files\IVMS Serverbins:
|| | Auto Upload Storage ... Running - Running 00:0) SenverID |G1 [om Files\IVMS Serveribing:
Redis Server Running - Running 00:0] [om Files\IVMS Server bin6:
Data Server Running - Running 00:0] [om Files\IVMS Server bin6:
IVMS SSL Server Running - Running 00:0] [om Files\IVMS Server bin6:
Web Server Running - Running 00:0{| - Network Parameters [om Files\IVMS Server bin6:
Watch Dog Running - Running 00:0] [om Files\IVMS Server bin6:

Client Access Port  |6607

Device Access Port  [6608

s
[ m +
Services Disk free space is ok 00:03:41

Gateway Server Configuration Parameters

Login Server Address: The IP address of the PC where the login server is located. If the gateway
server and login server on the same PC, you can enter 127.0.0.1; conversely enter the login server
where the PC's IP address (gateway server and login server in the same local area network,

enter the login server where the LAN IP address, Otherwise enter the login server's PC's public IP
address and enter the Windows service to modify the login tab in the gateway server properties); |
n some cases, the 127.0.0.1 address is invalid. In this case, you must enter the IP address of the PC

where the IVMS login server is located.
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Server port: Client Access the Login Server service port, default 6605, does not propose to
modify.

Server ID: Each Gateway Server has a unique number. The system can deploy one or more
Gateway Servers, Login Server uses the unique number to distinguish between different gateway
server, the unique number must be the same as the 1D of the gateway server, and server
management information defined in IVMS Server BackOffice Management System;

Client Access Port: Through this port to provide service for the Client and Media, default is

6607 , does not propose to modify;

Device Access Port: Provide command registration service for vehicle DVR through this port.
The default is 6608, it is not recommended to modify;

The gateway server is mainly for the IVMS protocol device, and is responsible for receiving
information such as the location, status, alarm and peripheral data of the parsing device,
distributing it to other servers that need data, and sending various control commands to the
device.

6.3.3 Media Server
From the main IVMS Server window, select "Login Server”, "Service Configuration" button
and then click on the top of the interface, media server can be configured in the form of pop-up

network parameters, as shown below

% Server Manager ( 2022.08.23 ) =NAEN X
File Services Web Settings Tools Help
Services | ports | DiskiInfo |
Stop Service || Service Config Exit System
N |Sene [ infyffiton dia Server Preferences [ e
| |Loain Server nning - Running rogram Files\[VMS Server\binG
|| |Gateway Server /Furring - Running S rogram Files\[VMS Server\bing«
Media Server Lnning - Running egister Faramenters rogram Files\IVMS Serveribing:
[FITMLS Media Server  Running - Running lognSenver P [E7081 rogram Files\[VMS Server\bing«
User Server Running - Running : rogram Files\[VMS Server\bing«
|| |web aP1 server Running - Running rogram Files\[VMS Server\bing«
Download Server Runming - Running Server Port (6605 rogram Files\IVMS Serveribing:
Storage Server Running - Running rogram Files\[VMS Server\bing«
Auto Upload Storage ... Running - Running ServeriD [M1 ragram Files\[VMS Server\bing:
Redis Server Running - Running rogram Files\[VMS Server bing
Data Server Running - Running rogram Files\[VMS Server \bing
IVMS SSL Server Running - Running rogram Files\[VMS Server \bing:
Vieh Server Running - Running Network Parameters rogram Files\[VMS Server \bing:
Viatch Dog Running - Running rogram Files\[VMS Server \bing:
Client Access Port  |6604
Devics Access Port [6602
s
‘ b
Services Disk free space is ok 00:04:43

Media Server Configuration Parameter

56



Login Server Address: The IP address of the PC where the login server is located. If the gateway
server and login server on the same PC, you can enter 127.0.0.1; conversely enter the login server
where the PC's IP address (media server and login server in the same local area network,

enter the login server where the LAN IP address, Otherwise enter the login server's PC's public IP
address and enter the Windows service to modify the login tab in the media server properties); In s
ome cases, the 127.0.0.1 address is invalid. In this case, you must enter the IP address of the PC w
here the IVMS login server is located.

Server port: Client Access the Login Server service port, default 6605, not advised to change.

Server ID: Each Media Server has a unique number. The system can deploy one or more Media
Servers, Login Server uses the unique number to distinguish between different Media server, the
unique number must be the same as the 1D of the Media Server, and server management

information defined in IVMS Server BackOffice Management System;

Client Access Port: Through this port to provide Media forwarding service, default is 6604 ,

does not propose to modify;

Device Access Port: Provides media registration service to the vehicle DVR through this port. The

default is 6602 and is not recommended for modification.

The streaming media server provides real-time preview, audio and video streaming for video
playback; provides uploading services such as device upgrades and configuration files;

provides services such as audio and video, snapshots, and log downloads.

6.3.4 User Server
1. From the main IVMS Server window, select "Login Server", "Service Configuration” button
and then click on the top of the interface, user server can be configured in the form of pop-up

network parameters, as shown below:
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Services | ports | DiskiInfo |

Stop Service I Service Config |

File Services Web Settings Tools Help

Server
| [Login Server
Gateway Server
Media Server
HTMLS Media Server

Web AFT Server
Download Server
Storage Server

|| | Auto Upload Storage S...
Redis Server

Data Server

IVMS SSL Server

Web Server

Watch Dog

User Server

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

- Running
- Running
- Running
- Running
-Running
- Running
- Running
- Running
- Running
- Running
- Running
- Running
- Running
- Running

Run Time

®er Server Preferences

Exit System
Memory(KE) | version | Exe Path
] |00 = Fies VM Server iné:

[Program Files\IVMS Serveribiné:

Register Paramerters

Network Parameters

Login Server IP |127.0.0.1
Server Port |6605
Server D |U1

Client Access Pot (6602

[Program Files\IVMS Serveribiné:
[Program Files\IVMS Serveribiné:

rogram Files\[VMS Serveribiné:
[Program Files\IVMS Serveribiné:
[Program Files\IVMS Serveribiné:
[Program Files\IVMS Serveribiné:
[Program Files\IVMS Server\bine-
IProgram Files\IVMS Server\bine:
[Program Files\IVMS Server\bine-
IProgram Files\IVMS Server\bine-
[Program Files\IVMS Server\bine-
IProgram Files\IVMS Server\bine:

Cancel

<

i

I Services

Dick free space is ok

00:09:59

User Server Configuration Parameters

Login Server Address: The IP address of the PC where the login server is located. If the gateway
server and login server on the same PC, you can enter 127.0.0.1; conversely enter the login server
where the PC's IP address (user server and login server in the same local area network,

enter the login server where the LAN IP address, Otherwise enter the login server's PC's public IP
address and enter the Windows service to modify the login tab in the user server properties); In so
me cases, the 127.0.0.1 address is invalid. In this case, you must enter the IP address of the PC wh

ere the IVMS login server is located;
Server port: Client Access the Login Server service port, default is 6605, not advised to change.

Server ID: Each User Server has a unique number. The system can deploy one or more User
Servers, Login Server uses the unique number to distinguish between different User server, the
unigue number must be the same as the ID of the User server, and server management information
defined in IVMS Server BackOffice Management System;

Client Access Port: Through this port to provide registration and update data service, default is

6603 , does not propose to modify;

The user server is primarily client-oriented and provides efficient real-time monitoring.
Responsible for user login, device information download, track download, forwarding device

data sent by the gateway to the client and forwarding client commands to the gateway.
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6.3.5 WEB API Server

1. In the main window of the IVMS Server control, click to select "Web API Server", and
then click the "Service Configuration" button at the top of the interface. In the pop-up form,
you can configure the network parameters of the Web API server, as shown in the following
figure.

& Server Manager ( 2022.08.23 ) =Anch X

File Services Web Settings Tools Help

Services | ports | DiskiInfo |
| Stop Service | Service Config | Exit System
Server S [Runtme  [cPu(e) [ Memory(ke) [ version [ ExePath
Login Server -Running 110:33 0.00 38,092 10.22.7.% C:\Program Files\[VM5 Server\biné-
Gateway Server -Running | - | C:\Program Files\IVMS Server\bing
Medis Server Running - Running Ci\Program Files\[VM5 Serveribiné:
HTMLS Media Server /' Rumning - Running Ci\Program Files\[VM5 Serveribiné:
|| user server Running - Running vt o7 Ci\Program Files\[VM5 Serveribiné:
VWieb API Server Running - Running Ci\Program Files\[VM5 Serveribiné:
Bownload server Running - Running WL Ci\Program Files\[VM5 Serveribiné:
Storage Server Runring - Running EEErlel C:\Program Files\IVMS Serveribing-
Auto Upload Starage S...  Running - Running C:\Program Files\[VMS Server\bing-
Redis Server Running - Running — C:\Program Files\[VMS Server\bing-
Data Server Running - Running C:\Program Files\[VMS Server\bing-
IVMS S5L Server Running - Running C:\Program Files\[VMS Server\bing-
Vich Server Running -Running | C:\Program Files\[VMS Server\bing-
Viatch Dog Running - Running 00:10:32 0.00 7,760 10.22.7.% C:\Program Files\IVMS Server\bing-
|
ll
o 0 v
|| services Disk free space is ok 00:10:49

Service port: 6617 Communication port with web server The Web socket server is mainly
responsible for sending the device information forwarded by the gateway to the web, providing

communication between the browser and the server.
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6.3.6  WIFI Download Server

1. In the main window of the IVMS Server control, click to select "WIFI automatic download
server"”, and then click the "Service Configuration" button at the top of the interface, in the
pop-up form, you can configure WIFI to automatically download the server's network
parameters, as shown below

& Server Manager  2022.08.23 ) =Anch X

File Services Web Settings Tools Help

Services | ports | DiskiInfo |

Stop Service | | Service Config Exit System
&Download S s [

C:\Program Files\[VMS Serveribiné:

Server
Login Server
Gateway Server
Media Server
HTMLS Media Server

~Running
-Running Ci\Program Files\[VM5 Serveribiné:
- Running Register Parsmarters C:\Program Files\IVMS Server\bing
R -Runni c Files!VMS 5 inG-
Runring -Running Login Server P [127001 Chprogpam Flen\S Serverin
Running - Running Ci\Program Files\[VM5 Serveribiné:

User Server
Wb API Se

Running - Running Server Port |6605 C:\Program Files\IVMS Serverbiné
Storage Server Running - Running C:'\Program Files\[VMS Server\bine-
Auto Upload Storage S...  Running - Running SeverID |D1 C:\Program Files\IVMS Serveribine:
Redis Server Running - Running C:\Program Files\IVMS Serveribine:

Data Server Running - Running C:\Program Files\IVMS Serveribine:
IVMS SSL Server Running - Running C:\Program Files\IVMS Serveribine:
Web Server Running - Running Network Parameters C:\Program Files\IVMS Serveribine:
Watch Dog Running - Running C:\Program Files\IVMS Serveribine:

Client Access Pott  |6609
Device Access Port (6610

Cancel

< r

Wl Services Disk free space is ok 00:11:29

Login Server Address: The IP address of the PC where the login server is located. If the gateway
server and login server on the same PC, you can enter 127.0.0.1; conversely enter the login server

where the PC's IP address (WiFi-download server and login server in the same local area network,
enter the login server where the LAN IP address, Otherwise enter the login server's PC's public IP

address and enter the Windows service to modify the login tab in the WiFi-download server prope
rties); In some cases, the 127.0.0.1 address is invalid. In this case, you must enter the IP address of
the PC where the IVMS login server is located;

Server port: Client Access the Login Server service port, default 6605, not advised to change.

Server ID: Each WIFI Download Server has a unique number. The system can deploy one or
more WIFI Download Servers, Login Server uses the unique number to distinguish between
different WIFI Download Server, the unique number must be the same as the ID of the WIFI
Download Server, and server management information defined in IVMS Server BackOffice
Management System;

The WIFI automatic download server provides an execution module for automatically
downloading device data, pictures and other big data tasks through Wi-Fi periodically.
When the device is linked to the server by Wi-Fi, the server will execute the download

recording plan developed by the web front end or the PC client.
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6.3.7 Storage Server

1. In the main window of the IVMS Server control, click to select "Storage Server", and then
click the "Service Configuration™ button at the top of the interface. In the pop-up form, you
can configure the network parameters of the storage server, as shown in the following figure.

% Server Manager ( 2022.08.23 ) SRR X

file Services Web Settings Tools Help

|| services |ports | pisknfo |

Stop Service Exit System

Server e Leonrer 1 L=c Path
Login Server Runnjfa - Running torage Server Preferences @ |Frogram Files\IVMS Serverhin

|| | cateway Server - Running |Program Files\IVMS Server\ping:
Media Server - Running Register Paramerters |Program Files\IVMS Server\ping:
HTMLS Media Server glinning - Running |Program Files\IVMS Server\ping:
User Server Running - Running Login Server IP [127.0.0.1 |Program Files\IVMS Server\ping:
Web API Server Running - Running |Program Files\IVMS Server\ping:
Download Server Running - Running 505 |Program Files\IVMS Server\ping:
IRunning - Running Server Port IProgram Files\IvMS Server\ping:
Auto Upload Storage 5... Running - Running |Program Files\IVMS Server\bing:
Redis Server Running - Running ServerID |51 IProgram Files\[vMS Server\bing:
Data Server Running - Running |Program Files\IVMS Server\bing
IVMS SSL Server Running - Running |Program Files\IVMS Server\bing
Web Server Running - Running |Program Files\IVMS Server\bing
WWatch Dog Running - Running MNetwork Parameters lProgram Files\IvMS Server\ping:

Client Access Port  |6611
Device Access Pot  [6612

Services Disk free space is ok T0IZ14

Login Server Address: The IP address of the PC where the login server is located. If the gateway
server and login server on the same PC, you can enter 127.0.0.1; conversely enter the login server
where the PC's IP address (storage server and login server in the same local area network,

enter the login server where the LAN IP address, Otherwise enter the login server's PC's public IP
address and enter the Windows service to modify the login tab in the storage server properties); In

some cases, the 127.0.0.1 address is invalid. In this case, you must enter the IP address of the PC
where the IVMS login server is located,;

Server port: Client Access the Login Server service port, default 6605, not advised to change.

Server ID: Each Storage Server has a unique number. The system can deploy one or more Storage
Servers, Login Server uses the unique number to distinguish between different Storage Server, the
unique number must be the same as the ID of the Storage Server, and server management
information defined in IVMS Server BackOffice Management System;

The storage server mainly executes the recording plan task, the snapshot plan task, and the

alarm file and video recording automatically uploaded by the download device alarm.
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6.3.8 Auto Upload Storage Server
f 2 Server Manager ( 2022.08.23 ) E

Fle Services Web Settings Tools Help

Services IPnrts | Disk Info |

| Stop Service | ‘ Exit System

Server | information [ Run Time: [ cPu(ze) | Memory(kB) [ version | Exe Path

Login Server Running - Running 00:13:35 0.06 3,092 10.22.7.% C:\Program Files\[VM5 Server\biné-

Gateway Server Running - Running 00:13:34 0.00 54832 10.227.26 Ci\Program Files\[VM5 Serveribiné:

Medis Server Running - Running 00:13:32 0.00 75,048 10.227.26 Ci\Program Files\[VM5 Serveribiné:

HTMLS Media Server Running - Running 01:22:16 0.00 25,140 10.22.7.26 Ci\Program Files\[VM5 Serveribiné:
|| |user server Running - Running 00:13:31 0.00 54,660 10.22.7.26 Ci\Program Files\[VM5 Serveribiné:

Vieb API Server Running - Running 21,3% 10.227.26 Ci\Program Files\[VM5 Serveribiné:

Download Server Running - Running 41,312 10.22.7.26 rogram Files\[VMS Serveribiné:

Auto Upload Storage

Redis Server Running - Running 00: rogram Files\[VMS Serveribing-
Data Server Running - Running 00: rogram Files\IVMS Server\bing-
I¥MS SSL Server Running - Running 00: rogram Files\IVMS Server\bing-
Wieb Server Running - Running 00:13:29 1,011,712 :\Program Files\IVMS Server\bing-
Watch Dog Running - Running 00:13:29 0.06 17,760 10.22.7.26 C:\Program Files\IVMS Server\bing:
Ll
o m ] v
||| Services Disk free space is ok 00:13:47

Port: 6631 (automatic upload of DSM/ADAS alarm attachments) The Auto Upload Storage
Server provides partial file uploading of the protocol, such as ADAS alarm and alarm
upload function.

6.3.9 Redis Server

p = |
B Server Manager (2022.0823) 0 W e | il ‘ - = 8]

File Services Web Settings Tools Help

Services IPnrts | Disk Info |

| | ‘ Exit System

Server | Information [Runtime [ cPu(w) [ Memory(ke) | version | Exe Path

Login Server Running - Running 00:13:51 0.00 38,002 10.227.%6 C:\Program Files\[VMS Server\binG:
Gateway Server Running - Running 0 0.00 84832 10.22.7.2 rogram Files\[VMS Server\biné:
Media Server Running - Running 00:13:48 0.00 75,048 10.22.7.2 C:\Program Files\[VMS Server binG:
HTMLS Media Server  Running - Running 01:22:32 0.00 25,140 10.22.7.2 C:\Program Files\[VMS Server binG:
User Server Running - Running 00:13:48 0.00 54,660 10.227.26 C:\Program Files\[VMS Server binG:
Web API Server Running - Running 00:13:40 0.00 2193 10.22.7.2 C:\Program Files\[VMS Server binG:
Download Server Running - Running 0.00 41312 10.22.7.26 C:\Program Files\[VMS Server binG:
Storage Server Running - Running 0.06 10.22.7.26

rogram Files\IVMS Server\biné:
10. -

IVMS SSL Server Running - Running rogram Files\[VMS Serveribiné:

|| | veb server Running - Running i 0.00 1,011,716 10.22.7.26 rogram Files\[VMS Serveribiné:
Watch Dog Running - Running 00:13:45 0.06 17,760 10.22.7.26 C:\Program Files\IVMS Serveribine:
O i ] v
Services Disk free space is ok 00:14:01

Port: 6619 Server see communication Redis server currently saves the status of each

module’s watchdog, reducing the coupling of each module and improving efficiency.
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6.3.10 Data Server
% Server Manager ( 2022.08.23 ) E

File Services Web Settings Tools Help

Services IPnrts | Disk Info |

| Stop Service | ‘ Exit System
I

Server | information [ Run Time: [ cPu(ze) | Memory(kB) [ version | Exe Path
Login Server Running - Running 00:13:12 0.00 3,092 10.22.7.% C:\Program Files\[VM5 Server\biné-
|| | Gateway server Running - Running 00:13:12 0.00 54832 10.227.26 Ci\Program Files\[VM5 Serveribiné:
Medis Server Running - Running 00:13:10 0.00 75,048 10.227.26 Ci\Program Files\[VM5 Serveribiné:
HTMLS Media Server Running - Running 01:21:54 0.00 25,140 10.22.7.26 Ci\Program Files\[VM5 Serveribiné:
| |user server Running - Running 00:13:09 0.00 54,660 10.22.7.26 Ci\Program Files\[VM5 Serveribiné:
Vieb API Server Running - Running 00:13:02 0.00 21,372 10.227.%6 Ci\Program Files\[VM5 Serveribiné:
Download Server Running - Running 00:13:08 0.00 41,312 10.227.%6 Ci\Program Files\[VM5 Serveribiné:
Storage Server Running - Running 0.00 43,380 10.22.7.26 Ci\Program Files\[VM5 Serveribing:

Auto Upload Storage S...  Running - Running 0.00 28,088 10.22.7.26

14,908

rogram Files\[VMS Serveribiné:

5 Erver
Web Server Running - Running 1,011,704 rogram Files\[VMS Serveribiné:
Watch Dog Running - Running 0.06 17,760 +\Program Files\IVMS Server\bing:

f | ‘ .

Services Disk free space is ok 00:13:25

Port: 6630, the data server mainly saves the GPS status and saves the history track. The

original track is saved in the database and later saved as a separate file.

6.3.12 IVMS SSL Server

% Server Manager ( 2022.08.23 ) - (=@ %

File Services Web Settings Tools Help

Exit System

Server ew E— ]
Login Server - P Server\piné:
Gateway Server Server\piné:
Media Server APnning -A |  certificate |c: \Program Files\[VMS Server\cert\server-cert-2in1.pem Server\biné:
HTMLS Media Server lunning - § Server\biné:
User Server Running - (=.pem file is needed.) Server\biné:
Web AP Server Running - Server\biné:
Download Server Running - Domain [127.0.0.1 Server\biné:
Storage Server Running -§ Server\biné:
Auto Upload Storage §f.. Running - § } Server\biné:
Radis Server Running - R [ Enable LoginSvr SSL SSLPort: (8606 Server\bine!
Data Server Running - Server\biné:
[TVMS SSL Server Running - - Server\biné:
Web Server Running - A| Enabel GateWaySvr SSL  SSLPort: (8608 Server\bing:
Watch Dog Running - Server\biné:

I” Enable Media SSL SSLPort:  |8604

[™ Enable Websocket S5L SSLPort: 8617

I™ Enable HTML SSL ssLport:  |8637
< | »

' Services " [Disk fr e L

This server is used to encrypt data transmission for increased security, stability and
integrity. Allow the web to use the https protocol. (Need to apply for SSL certificate by

yourself).
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SSL server configuration operation:

Preparation steps: You can use the normal domain name address, one or several unused ports,

*.pem type certificate file, *.jks type certificate file and password.

Select*.pem type certificate file:

(*.pem fie is needed.)

[ Enable Media 551

[~ Enable Websocket

[~ Enable HTML 55L

Certificate IC:\Program Files\IVMS Server\cert\server-cert-2in1.pem

Domain |12?.0.0.1

I Enable LoginSvr 551 S5L Port:

[ Enabel GateWaySwr S5L 551 Port:

550 S5L Port:

S5L Port:

SSL Port: |3504

Ok I Cancel

« Program Files (x86) > IVMS Server » cert

precsd
AR~ =
| server-cert.pem
| server-cert-2inl.pem
I| rsa | server-key.pem
|
N
H
|
|
l
|
I
I
|
|
I
| SEEE(N): server-cert-2in1.pem

Enter domain name:

(*.pem file is needed.)

Certificate IC:\Program Files\IVMS Server\cert\server-cert-2in 1. pem |

Domain Iwww.|

[~ Enable LoginSvr 551

[ Enabel GateWaySvr 551

[~ Enable Media 55L

[~ Enable Websocket 551

[~ Enable HTML S5L

SSL Port: 8606

S5L Port: aa0g

S5LPort:  |B604

SSL Port: 3517

SsLPort:  [8837

T

[ = = & & & & & = & W W

Ok I Cancel
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Open the SSL server port:

Check the server that needs to be opened, fill in the unused port, and click OK after filling in. The
SSL server will automatically restart.

Note: Set multiple ports of streaming media, use; separate.

% Server Manager [ 2022.08.23 ) o @ =

Fle Services Web Setiings Tools Help

SSL Settings
Certificate ‘c: \Program Files\IVMS Server\certiserver<ert-2in1.pem
services |ports | pisk (*.pem file is needed.)
Stop S Domain [127.0.0.1 Exit System
s
e IV Enable Loginsvr SsL SsLPort:  |8606 — .
Login Server m Files\IVMS Server\ping:
Gateway Server m Files\IVMS Server\bing:
Media Server IV Enabel GateWaySwr SSL S5LPort:  [3603 m Files\IVMS Server \bin6-
HTMLS Media Server m Files\IVMS Server\bing:
User Server | hm Files\IVMS Serveribiné:
Web APT Server ¥ Enable Media S5 ssLport:  |8604 | hm Files\IVMS Serveribiné:
Dovwnload Server | hm Files\IVMS Serveribiné«
Storage Server | im Files\[VMS Server\bine-
Auto Upload Storage S... J¥ Enable Websocket SSL SSLPort:  |3617 |\ hm Files\IVMS Server\bing:
Redis Server | hm Files\[VMS Server\bine-
Data Server | hm Files\[VMS Server\bine-
IVMS SSL Server 7 . [se37 |\hm Files\[VMS Server\bine:
Enable HTML S5L S5L Port:
Wieb Server e |/ m Files\TvMS Serverlbing:
Watch Dog | im Files\[VMS Serveribine-
O i ] v
Services Disk free space is ok 00:25:48

You can view the server configuration file: IVMSSSLSERVER.INI to confirm the
relevant settings.

& DAPragram Fil:
WHE WWME

SIVVMS Server\NMSSSLServerin - Notepad-+ - o x
WEY) WS N BE0 LT EFER W m X

a s IERIE TR “|® =

B S Y pr—r—s |

g% ]

Inl-Di\Erogram Files (x38)\IVMS Server\cersise

[servero]
Mame-Login Ssrver
Enabled-0

[Sezverd]
Hame-STMLS Vides server

W& iri fle. length : 657 fines: 30 tn:1 Col:1 5el:0]0 Windows (CA LF)_UTE-8 NS
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Configure the web server https:

Check 6.3.13 Web Server's HTTPS, input port, domain name, certificate path and password,
click to confirm.

Note: The certificate needs to enter the confirmation password. After setting, click to confirm
the automatic restart to the Web server.

% Server Manager ( 2022.08.23 ) =B =

File Services Web Settings Tools Help

¥ HTTP Enabled

Port |80

Services IPnrts | Disk

Stop| Exit System

Server

Login Server ¥ HTTPS Enabled Files\IVMS Server\bing
Gateway Server Files\[VMS Serveribiné:
Media Server port |0 Domain ~ [127.0.0.1 Files\[VMS Server\biné:
HTMLS Media Server Files\[VMS Serveribiné:
User Server Keystre | o | | [} Fresitvns Servertping:
Web API Server || Files\1vMs Server\ping:
Download Server (=.iks fle Is needed.) || Files\1vMs Server\ping:
Storage Server || Files\1vMs Serverlping+
Auto Upload Storage S| || Files\1vMs Server ping+
Redis Server Password Confirm | Files\IVMS Server\bing
Data Server || Files\1vMs Serverlping+
IVMS S5L Server I™ htip redirect to https || Files\IvMS Server\bing:
Wieh Server || Files\vMs serverlpin+
Watch Dog

||| Files\IvMS Server\bing:

O il ] v

Services Disk free space is ok 00:33:35

6.3.13 Web Server

% Server Manager ( 2022.08.23 ) =B %

File Services Web Settings Tools Help

Exit System
- i

deyer Port Configuration

Login Server .= r\binG«
Gateway Server r\binG«
Media Server -y bled ribiné-
HTMLS Media Server -RY r\binG«
User Server ) -RY Port 80 r\binG«
Viieb API Server unning - Rul r\binG«
Download Server Running - R ribinG«
Storage Server Running - Ryl r\binG:
Auto Upload Storage 5./, Running - Ry I™ HTTPS Enabled r\binG-
Redis Server Running - Ry r\binG:
Data Server Running - Ry| port  |? Domain | 127.0.0.1 r\binG-
IVMS SSL Server Running - Rul| r\binG:
funning - Rulf| ripinG+
VWatch Dog Running - Rul(| Key Store | r\binG:

(*.jks file is needed.)

Password Confirm

I~ http redirect to https

T e ;

Services Disk frebspeeeen =

Port: 80/88/8080/8088 Web server implements device management; implements company,
personnel, and account management; implements server allocation and management, and

formulates various plans: including, Wi-Fi download plan, capture plan, video plan, etc.;
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Alarm related linkage function; provide statistical reports of various alarms; provide API
for secondary development.

6.3.14 Watch Dog Server
[ Server Manager (2022.08.23) Ml gl « apime pham ol gl [E=YIER=>

Fle Services Web Settings Tools Help

Services | ports | DiskiInfo |

Start Service | Stop Service | Service CUnflgl Exit System

Server [ Information [RunTme [ CPU(%) [ Memory(Ke) [ Version | ExePath
| [Login server Running - Running 00:16:00 0.00 38,082 10.227.26 C:\Program Files\[VM5 Server\biné-
Gateway Server Running - Running 00:15:53 0.00 54832 10.227.26 Ci\Program Files\[VM5 Serveribiné:
Medis Server Running - Running 00:15:57 0.00 75,048 10.227.26 Ci\Program Files\[VM5 Serveribiné:
HTMLS Media Server Running - Running 01:24:41 0.00 25,140 10.22.7.%6 Ci\Program Files\[VM5 Serveribiné:
User Server Running - Running 00:15:56 0.00 54,664 10.22.7.26 Ci\Program Files\[VM5 Serveribiné:
Vieb API Server Running - Running 00:15:43 0.00 21,3% 10.227.26 Ci\Program Files\[VM5 Serveribiné:
|| |pownload server Running - Running 00:15:55 0.00 41,312 10.227.%6 Ci\Program Files\[VM5 Serveribiné:
| |storage server Running - Running 00:15:54 0.06 50,324 10.22.7.% Ci\Program Files\[VM5 Serveribing:
| | Auto Upload Storage 5...  Running - Running 00:15:54 0.00 28,088 10.227.26 C:\Program Files\[VMS Serverbiné«
Redis Server Running - Running 00:16:09 0.00 2,148 10.227.26 C:\Program Files\[VMS Server\bing-
Data Server Running - Running 00:15:54 0.00 14,908 10.22.7.26 C:\Program Files\[VMS Server\bing-
|| | 1vms ssL server Running - Running 0.00 6,748 10.22.7.26 ragram Files\IVMS Server biné:
|| [wieb Server Running - Running 0.00 1,009,264 10.22.7.26
i Running - Running :15: 7 17,260

< n ] v

Services Disk free space is ok | oo16:11 4

Watch dog: Observe the status of other servers and restart the error server.

6.3.15 MySQL Server

o Data Server Manager v10.22.8:16 (2022.0009 ) | I [EEREER
Start [ Stop ]I Configure ] [ Transfer to new MySQLS ] [ Add ” Delete ]
I '
Instance T Listen Status Run Time CPU(
IWVMSMONGODB ongoDB 127.5.0.1 : 6614 Running 00:16:49 0.00
TWVMSMYSOL MySOL | 127.0 Running 00:16:49 0.26
TWMSMYSQLBackupSwr BackupSvr - Running 00:16:50 0.00
|| | IVMSMySQLWatchDog Watch Dog - Running 00:16:50 0.00
< | 1 | b
IVMSMYSQL This instance is for IVM rvers use only 00:16:50
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Instance Settings - - - l 5

Instance | IVMSMYSQL Version |8.0.29.0
Description  This instance is for IVMS servers use only
DataPath | C:/IVMSMySQLData/IVMSMYSQL/Data
Temp Path  C:/IVMSMySQLData/TVMSMYSQL fTemp [1]
Bind P [¥/] 127.0.0.1 Port 3321

[CBinary log enabled (bin-og)

I C/IVMSMySQLData/IVMSMYSQL Data
30
0
I
Innodb buffer pool size 4096 MB  (256-12239)

Itis recommended that the memory allocated to MySQL should be 1/4 or mare of the total physical
memory, but not more than 3/4.

Recovery Level Only if the database crashes and fails to start, you can gradually select recovery
levels 1-6 to try to start. I

{Note: The recovery level of 0 means normal startup. When it is greater than 0, the database isin
read-only mode, which is only used for data export. )

.

Port 3321, MySQL server: database, store various device information, alarm information,

user information, video file path, and so on.

6.4 Disk Info
View server disk information (such as capacity information) to avoid data failure due to
insufficient disk capacity.

PR TE) B B e B

File Services Web Settings Tools Help

Disk [ Type [ Total space(G8) | Free Space(GB) [ Available(%) [ Threshold(%%)
I C:-[F4] HDD 223.57 60.27 26.96 -
D: - [¥ifE] HDD 80.01 19.32 24.14 -
E:- [ X441 HDD 285.74 17.06 5.97
F:-[] HDD 100.01 277 277
il
I
« n | »
Disk Info Disk free space is ok 00:28:47 7

It can be set to send an alarm report of the remaining capacity of the disk every day, and set
an alarm threshold (when the remaining capacity is lower than the alarm threshold, an alarm
email will be sent every hour).
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Recipients: mail recipient.

CC: cc recipient.

File Services Web Settings Tools Help

I™ Send free sapce email report daily at :

Services | Ports__Disk Info

e ey, [ Send larm emad hourly when fee space fals below theshold.
~Alarm threshold (1-50, 0 means no alarm) ————————————————————— —

: Shﬁfﬂ oo - [F4] % D: - [45# ] P % —
,E; {]ﬁfa] ﬁ B -[3744] o] F-[] [OIES

Recipients |

cc |

Subject for daily report ‘Server disk free space daily report - ([DATETIME])

Subject for alarm |Serve! disk low free space alarm - ([DATETIME])

[DATETIME] will be replaced with actual report/alarm datetime.

T — EMail Server Settings o ] conce 5

Disk Info

—— -
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